KOHTpONbHbLIE CIIUCKMU

AA1 XXU3HEeHHbIN LUK NporpaMmMmMpyemMbiX KOHTPONnepos

noBbILLeHHON 6e30nacHOCTH

Cnepyowan Tabnuua gaeTt B BUAE KOHTPOSbHbIX CMIMCKOB CBOAKY AENCTBUN, a
TaKke noanexalnx yaoBneTBopeHuto TpeboBaHmii 1 npaswur, 3a Bpems
YXWM3HEHHOrO LMKa cUCTEMbI NoBbilLleHHOW 6e3onacHocTn S7-400F/FH.
MoapobHble oupeKTMBbI MO 0becneyeHnto 6e3onacHOCTU Bbl HanaeTe B pasgenax,
yKasaHHbIX B cTonbue O6patuTecs K..., Hanp.:

F-SYS: pa3g. 5.2.3 o3Ha4vaeT pasgen 5.3.2. pykoBoacTBa "CucTembl NOBbILLEHHOW

6e3onacHocTn".

F SM: rn. 3 o3HauaeT rnasy 3 pykoBofacTea "CurHanbHble MOAYNN NOBbILLEHHON

6e3onacHocTn ".

KOHTpONbHbIA CNNCOK

dTan MpumeyvaHue O6paTurtecs K... MpoBepka
MnaHupoBaHue
Mpeanoceinka: Ans 3aBucuT OT npouecca -
NAaHNPyeMoro NpUIoXeHns
[OMKHa MMeTbCs
"Cneuudmkauns TpeboBaHuiA No
obecneveHunto 6esonacHocTn”
Creundukaums apxuTekTypbl 3aBucuT OT npotiecca -
CUCTEMBI
Pacnpenenenue cdyHKunin n 3aBucuT oT npotecca F-SYS: pasg. 1.7
noadyHKUMIA Mexay F-SYS: pa3g. 7.3
KOMMOHEHTaMWN CUCTEMBI
Bbi6op gaTumkoB n TpeboBaHus, NnoMeLLeHHbIe F SM: pasg. 3.5,
UCMONHUTESbHBLIX YCTPOWCTB Ha MCMNOMHUTENbHbIX F-SYS: pasg. 7.2
yCTpOWCTBax
OnpefgeneHne CBOWCTB, DIN V 19 250 F-SYS: pas3n. 7.1, 7.2
Heobxoanmbix Ansa obecneveHnsa | IEC 61508
6e3onacHocTn, AN oTAENbHBbIX
KOMMOHEHTOB
KoHdurypupoBaHue
YcTaHoBKa JOMNOSTHUTENBHOIO Mpeanocbinku ans ycraHosku | F-SYS: pa3g. 1.6
naketa
Bbi6op komnoHeHTOB S7 MpaBuna ans guanyeckoro F-SYS: pa3g. 1.3,7.3
KOHUIyprpoBaHus F SM: pasg. 3.1
KoHdpurypuposaHue annapatypel | lMpasuna ans F-cuctem F-SYS: pa3g. 4.2
MpoBepka Mcnonb3yemMbix
annapaTHbIX KOMMOHEHTOB Ha | F-SYS: MpunoxeHue
OCHOBE KOHTPOJbHOrO cnuncka | A.2
cepTUMLMPOBaHHbIX
Moaynemn
CucTtembl NoBblLLEHHON 6e3onacHoOCTH
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Aran MpumeyaHue O6paTunTtechb K... MpoBepka
MapameTpusauma CPU e CPU cogepxut F- F-SYS: pa3a. 4.3
nporpaMmmy
e [laponb
[MapameTpusaumnsa curHanbHbIX e Hactporikn ans pexuma | F-SYS: pasg. 4.4, 4.5,
MOAYrien NoBbILLEHHOW obecnevyeHus 7.4
6e3onacHocTn 6e3onacHocTu FSM:rm. 3un9
o  KoHdurypupoaHue
BPEMEH KOHTpOns
e  Pe3sepBupoBaHue
MoAyrnen (no xenaHuto)
MporpammupoBaHue

[MpoekTpoBaHme nporpammel

YkasaHus no 6e3onacHoCcTn
Onsi IporpamMmmnpoBaHuns
MpoBepka ncnonb3yembix
KOMMOHEHTOB annaparypbl Ha
OCHOBE KOHTPOJbHOTO Cnncka
cepTUdULMPOBAHHBIX
oTkaszobe3onacHbIX
PYHKUMOHaNbHbIX 6110Kk0B

F-SYS: pasg. 5.2.1

F-SYS: MNpunoxexune
A3

CospaHue cxem CFC.

Mpasuna ans cxem CFC
F-nporpammbl

F-SYS: pa3gn. 5.2.4

Co3saaHve UCMoNHAEMbIX rpynmn

Mpaeuna 4ns NcnonHAeMbIX
rpynn F-nporpaMmsl

F-SYS: pa3g. 5.2.5

PasmeuieHne n coeguHeHne
0TKa306e30nacHbIX
byHKLMOHamNbHbIX 6r1okoB

MpaBuna ana
oTka3o6e30nacHbIX
yHKUMOHaNbHbIX 6110KOB

MpaBuna ans
0oTKa3obe3onacHbIX
OpaviBepHbIX Gr10KOB
MpaBuna ans coeguHeHus
oTkasobe3onacHoro 6roka
F_CYC_CO

MpaBuna anst obmeHa
OaHHbIMU MexXay
oTKasobe3onacHbIMn
onokamm
KoHdgurypuposaHue BpeMeH
KOHTpons

[MyckoBble xapaKkTepucTukm
MaccmBauus n noBTOpHOE
BKIIIOYEHME B CUCTEMY

F-SYS: pasg. 5.3.1-
534,m. 8
F-SYS: pa3g. 5.3.5
F-SYS: pa3g. 5.3.9,
7.4

F-SYS: pa3g. 5.3.10
F-SYS: pa3n. 7.4
F-SYS: pa3g. 5.3.7,
5.3.8

F-SYS: pa3g. 5.3.6

O6paboTka F-nporpammbl

Mpasuna komnunaumu
Mpasuna 3arpysku
MpaBuna TecTupoBaHus

CosfgaHue TMNoBbIX 6110KOB

F-SYS: pa3g. 5.4.4
F-SYS: pa3g. 5.4.7
F-SYS: pasg. 5.4.11,
5.4.12

F-SYS: pa3gn. 5.4.6

MoHTax

MoHTax annapatypbl

[NpaBuna mMoHTaxa
[paBuna nogknyeHus

FSM:rmn. 4
FSM:rmn. 4

3arpyska F-nporpaMmmbl

MpaBuna sarpysku

F-SYS: pa3g. 5.4.7 ...

5.4.10

Cuctembl nosblLLEHHO 6e3onacHoCTH
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Aran MpumeyaHue O6paTunTtechb K... MpoBepka
BBop B genctBue
BkntoyeHne MpaBuna Beoaa B Aewnctaue — | CtaHaapTHble S7-300

6e3onacHocTu

KaKk B CTaHOApTHOM criyyae n S7-400(H)
[poBepka napameTpos., [NpaBuna napameTpusaymm F-SYS: pa3g. 7.5
CBS3aHHbIX C 0becneveHrem FSM:m. 6mn9

Mpunemka

MpaBuna n ykasaHus no
npuemMke

F-SYS: pas3g. 7.5

dkcnnyarauusi, o6cnyxuBaHue

Okcnnyartauus, obwas

MpaBuna akcnyatauum

F-SYS: pasg. 6.2

3awuTa oT gocTyna

F-SYS: pa3g. 4.8

[OwnarHocTtuka

Peakuumn Ha HencnpaBHocTW/
OLINGKN 1 cobbITUA

F-SYS: pasg. 8.15

Pa3melLleHVe KOMMOHEHTOB
annaparypbl

MpaBuna pasmeLleHns
Moaynen

F SM: pasg. 3.6

M3meHeHnsa F-nporpammel

MpaBuna pgeaktuBmaauun
pexunma obecneveHusi
6esonacHocTn

MpaBuna nameHeHus
F-nporpammbl

F SYS: pa3a. 5.4.2

F-SYS: pa3g. 6.3

O6HoBneHne onepaumoHHON
cucTeMbl

MpaBuna obHoBNEHUSA
onepauroHHON CUCTEMbI —
Kak B CTaHOApPTHOM criyyae

CraHgapTHbIN
S7-400(H)

M3mMeHeHnss KOMNOHEHTOB
nporpaMmmMmHoro obecneveHus

MpaBuna o6HOBNEHUS
KOMMOHEHTOB NPOrpaMMHOro
obecneyeHus

F SYS: pasg. 6.5

JevHcTannaumsa, 4EMOHTaX

YkasaHus no gemMHcTannaumm
NPOrpaMMHbIX KOMMNOHEHTOB
YkasaHus no AEMOHTaxXy
mogyneu

F SYS: pa3a. 6.6

F SM: pasg. 3.6

CucTembl NoBbiLLEHHO 6e3onacHoCTU
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A.2 KOHTpPONbHLIN CMUCOK cepTUPNLUMPOBaHHbLIX MOAYyNen

Moaynu, nepeuncneHHble B criegytollen Tabnuue, cepTudnumpoBaHsl.

CpaBHuTe, noxanymncra, Homep Ans 3akasa u sepcuto MN3Y ¢ npvBegeHHbIMU B
npunoxeHnn 1 K onncaxuio ceptudmkaTa "Safety-Related Programmable Systems
SIMATIC S7-400F and S7-400FH [[MporpamMmmunpyemMble cUCTeEMbI NOBbILLEHHON
©esonacHoctn SIMATIC S7-400F n S7-400FH]".

Moaynb OnucaHue Homep ans 3akasa lNMpoBepka
SM 326; DI 8BxXNAMUR Lindposon moagynb BBoga  |6ES7 326-1RF00-0ABO
SM 326; DI24x DC24V Lindposon moaynb BBOAA 6ES7 326-1BK00-0ABO
SM 326; DO10xDC24V/2A  |LUundposoi moaynb BeiBoga |6ES7 326-2BF00-0ABO
SM 336; Al 6x13Bit AHanoroBbIi Mmogynb BBoga |6ES7 336-1HEQ0-0ABO

JNlnueH3na Ha KonupoBaHue Ans cucTeM noBbiweHHon 6e3onacHocTu (F Copy
License)

3arpy3ka oTkasobesonacHbIx OSIOKOB B CUCTEMY MOBbLILLIEHHON 6e3onacHOCTU unm
B OTKa30yCTOMYMBYIO CUCTEMY MOBLILLIEHHON 6E€30MacHOCTM LOMNYCKAeTCs TOMbKO B
TOM cryyae, ecinv y Bac ecTb omumnaneHasi MUEH3nsa Ha KonupoBaHme Anis
cuUCTeM NOBbLILEHHON Ge3onacHocTu (HoMep Ans 3akasa: 6ES7 833 1CC00 6YX0)
Ons 9TON LeneBown CUCTEMbI NOBbILLEHHON 6e30MaCHOCTU NN OTKA30yCTONYNBOM
CUCTEeMbI NOBbILLEHHON 6e30MacHOCTH.

JIMLEeH3Ma Ha KonMpoBaHWe AM1S CUCTEM MOBbILLEHHOW 6€30MacHOCTN COCTOMUT U3:
e  KOHTpaKTa Ha Nosy4YeHune NULEH3NK
e konum ceptudpukarta Cotosa TexHaasopa (TUV)

e [BYX Hakrneek ansa ngentndukauun CPU (unn geyx CPU B cny4vae FH-
cucTeM), Anst KOTopbIX Oblna nonyyYeHa NUUEeH3ns Ha KoNMpoBaHKe.

£

S7-400F

NomecTnTe Haknenku PAOO0OM C nepekn4yaTtenemMm pexmvons paGOTbI.

Cuctembl nosblLLEHHO 6e3onacHoCTH
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JaTymku un ncnonHuTenbHble yCTpOVICTBa

JaTtumkn n ncnonHUTEnbHbIE YCTPONCTBA, UCMONb3YEMbIE B CUCTEMAX
noBblILLEHHON 6e30NacHOCTK, B 3TON JOKYMEHTaLUMM He onucaHbl. Bce obblyHbIE
OaT4YMKN U NCMOSTHUTENbHBIE YCTPOKCTBA NogaepXxmeatotcs cuctemon S7-400F, m
Npv NPOEKTUPOBaHUN MOTYT ObITb BbIOpaHbl 0ObIYHBIE PEXMMBI PabOoThI
(oaHOKaHanbHLIN, OBYXKAHANbHBIN, C NOOKITFOYEHMEM MO CXEME UCKITI0YaoLLEro

N v T.40.).

Tak kak AaTYNKN U UCNOJTHUTETbHbIE yCTpOVICTBa ABNAKTCA pellarownmm
dhakTopamu, noanexalmmm BKIOYeHU0 B 00CyxaeHne npobrnem 6e3onacHocTy,
TO HUXXe Bbl HaOEeTe KOHTPOIbHBIA CMUCOK, KOTOPbIN AOMKEH OKa3aTb BaM
noaAep»kKy Npv OCHAaLLEHUM CUCTEMbI NOBLILLIEHHON 6€e30MacHOCTM AaT4nKkaMm u

NCNOJTHUTENbHbIMU yCTpOVICTBaMVI.

TpeﬁOBaHMﬂ K gaT4yukKam U UCNOJNTHUTEJIbHbIM yCTpOﬁCTBaM

MpoBepka

O6napgatoT Nu BalM JATYMKN U UCMOSTHUTENbHBIE YCTPOWCTBA JOCTATOUYHO
BbICOKMM KayeCTBOM, NPUrogHbiM Ansi cpen ¢ 3arpsi3HeHHOM atMocdepon
W arpeccuBHbLIMKU Napamun?

Mcnonb3yeTe nu Bbl B Cnyvyae HEOOXOAMMOCTM BO3MOXHOCTU OBOMHOTO
pes3epBMpOBaHNSA OATYUKOB?

VMcnonbayeTte nu Bbl ANA UCNONHUTENBHBLIX YCTPONCTB B Criyyae
HeobXoaAMMOCTU BO3MOXHOCTH O6paTHOF0 CYUTbIBAHNA BCoMoOraTtesibHbIX
KOHTAKTOB U JaT4ynUKOB, CBA3AHHbIX C npoueccom?

YCTaHOBUNW MU Bbl 4OCTATOMHO KOPOTKME MHTEPBarbl MPOBEPOYHbIX
MCMbITaHWUIA, B cny4ae HeoBGXoaAMMOCTU MHAMBUAYANbHO?

CucTembl NoBbiLLEHHO 6e3onacHoCTU
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A3

KOHTPONbHBLIN CMUCOK CePTUDULMPOBAHHbIX
OTKa300e3onacHbIX 6110KoB

Tonbko oTkasobe3onacHble 6ok, NEPeYNCIIEHHbIE HbKE, MOTyT MCNOMb30BaTbCA
B F-nporpamme nonb3osatens. 3Tn 6110kM oTkazobe3onacHsl U
cepTMdULMpPOBaHbI.

CpaBHuTe, noxanyncra, obLni KOHTPOSBbHbIN KOA U KOHTPOSIbHbIN KOA,
HayvanbHbIX 3HAYEHUN 3TUX O0TKa306e30nacHbIX BIIOKOB C COOTBETCTBYHOLLMMM
KOHTPOSbHBbIMM KOAaMu B TEKYLLEM NMPUNoXeHun 1 K onmcaHuo ceptudmkara
"Safety-Related Programmable Systems SIMATIC S7-400F and S7-400FH
[Mporpammupyemble cuctembl nosbieHHon 6e3onacHoctn SIMATIC S7-400F u
S7-400FH]".

Ecnu KOHTPOMbHbLIA KO HavanbHbIX 3HAYEHUIN OTCYTCTBYET B pacneyaTke
nporpammbl obecneyeHns 6e30nacHOCTU, TO 3TOT KOHTPOSbHbIN KOA4 Heobxoanmo
cpaBHUTb ¢ CRC B ucnpaeneHHom Bepcun 1.0 Mpunoxenus 1 n npoBepuThL B
SIMATIC Manager, nmeeT nu otkazobesonacHbin FB Bepcuto 1.0.

B ancdaButHOM nopsigke

MUmsa 6noka |Homep |®PyHkuus MpoBepka
6rnoka

F 20UT3 FB 305 |OdBoun4Hblii BbIGOP 2 13 3

F ABS R FB 325 |PacyeT abCOMTHOrO 3Ha4YeHnst

F ADD R FB 321 |CnoxeHue gByx BenuyunH tuna REAL

F_AND4 FB 301 |Jlormyeckoe conpsikeHne 4 BXoOoB C
mcnonb3oBaHuem pyHkuum A

F_AVEX_R |FB 331 |CpegHee 3Ha4yeHue MakCMMyM OEBATU BENUYMH TUnNa

REAL

F BO FBO |FB 361 |lMpeo6pasoeaHme BOOL B F BOOL

F_CH_AI FB 379 |Otka3zobe3onacHbIi ApariBep kaHana ans
aHanoroeoro Beoga

F_CH_DI FB 377 |OTkasobe3onacHelin AparBep kaHana Ans undpoBoro
BBOJA

F CH DO FB 378 |Otka3zobe3onacHbii apariBep kaHana ans undposoro
BblBOJA

F_CTUD FB 341 |PeBepCuBHbIN CHETYMK

F CYC CO |FB 395 |KoHTponb BpemeHu F-umkna

F DIV R FB 324 |Oenenune BennymH tTuna REAL

F_F_TRIG |FB 347 |PacnosHaBaHwWe nagarooLwero gpoHTa

F_FBO BO |FB 363 |lNpeobpasoBanue us3 F_ BOOL 8 BOOL

F FI I FB 365 |[NpeobpasoBaHne n3 F INT B INT

F FR R FB 364 |lMNpeobpasoBaHne n3 F REAL B REAL

F FTI TI FB 366 |peobpasoBanune n3 F TIME B TIME

F | FI FB 369 |MNpeobpasoBanne n3 INT B F_INT

F_LIM_HL FB 314 |KOHTpOsb HapyLUeHNsi BePXHEW rpaHuLbl BENTMYMHOM
Tvna REAL

F_LIM_I FB 350 |ACMMMETPUYHbIN OorpaHuyuTens BenudmH tuna INT

F_LIM_LL FB 315 |KoHTponb HapyLleHUs HUXKHEN rpaHuLibl BENTMYNMHON
Tvna REAL

F LIM R FB 329 |AcCMMMETPUYHbLIN orpaHmnyuTens BennymH tTuna REAL

F LIM TI FB 345 |AcMMMETPUYHbLIN orpaHmnyunTens Bennyund tuna TIME

F_M_AI6 FB 387 |Otka3zobe3onacHblin ApariBep Moayns Ansi
6-kaHanbHOro aHanoroBoro BBoAa

F_M_DI24 FB 385 |OTkasobe3onacHblin gpariBep Moayns Ans
24-KaHanbHoro LmMgpoBoro sBBoga

F_M_DI8 FB 384 |Otka3zobe3onacHbln ApariBep Moayns Ansi
8-kaHanbHoro UMdpPoBOro BBOAA

Cuctembl nosblLLEHHO 6e3onacHoCTH
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WUmsa 6noka |Homep |PyHkums MpoBepka
6noka

F_M_DO10 |FB 386 |Otka3obe3onacHblii ApaviBep Mogyns Ans
10-kaHanbHOro UMGPOBOro BbIBOAA

F MAX3 R |FB 326 |Makcumym n3 Tpex BenuyimH tuna REAL

F_MID3_R |FB 327 |CpegHee un3 Tpex BenuynH tuna REAL

F_MIN3_R |FB 328 |MuHumym u3 Tpex BenmyuH tuna REAL

F_MUL R FB 323 |YMHOxeHue aByx BenuynH Tuna REAL

F_MUX2_R |FB 332 |Mynstunnekcop 113 2 ans senuyud tuna REAL

F_NOT FB 304 |Nornyeckoe oTpuuanHne NOT

F_OR4 FB 302 |Norunyeckoe conpsixeHne 4 BXoAoB C
mcnonb3oBaHnem gyHkumnmn UJ1A

F_PLK FB 396 |KOHTpomb UcnonHeHus nporpaMmMel nepeg 6rokamm
BblBOAA

F_PLK_O FB 397 |KoHTponb ncnonHeHuns nporpammel nocne 6110kos
BblBOAA

F_QUITES |FB 367 |Otka3obe3onacHoe KBUTUpoBaHue Yepe3 ES/OS
(cncTemy NpoekTMpPOBaHWS UMK yNpaBreHns co
CTOPOHbI oneparopa)

F_R_BO FB 391 |Otkasobe3onacHeiin npuem 10 anemMeHTOB AaHHbIX
Tvna F_BOOL n3 gpyron ncnonHsiemon F-rpynnbi

F R FR FB 362 |lMNpeobpasoBaHne REAL B F REAL

F RR FB 393 |Otka3zobe3onacHbIvi MPUEM 5 3N1eMEHTOB AaHHbIX
tuna F_REAL u3 gpyron ucnonxHsemon F-rpynnbl

F_R _TRIG |FB 346 |PacnosHaBaHWe HapacTatoLlero poHTa

F_RCVBO |FB 371 |Mpvem gaHHbix Tna F_BOOL ns gpyroro CPU

F RCVR FB 373 |MNpuem gaHHbix Tna F_REAL u3 gpyroro CPU

F RS FF FB 307 |Tpurrep RS, npenmMyuiectBo cbpoca

F S BO FB 390 |Otka3zobesonacHas nepegaya 10 anemMeHTOB AaHHbIX
Tuna F_BOOL B gpyryto ucnonHsemyto F-rpynny.

F SR FB 392 |Otkasobe3onacHas nepefaya 5 aneMeHTOB AaHHbIX
tuna F_REAL B gpyryto ucnonusemyto F-rpynny

F_SENDBO |FB 370 |Mepepaya gaHHbix Tuna F_ BOOL B gpyroi CPU

F_ SENDR |FB 372 |lMepegava gaHHblx Tvna F_REAL B gpyron CPU

F SMP_AV |FB 333 |Ckonb3ssilliee cpegHee 3Ha4YeHne

F_SQRT FB 330 |BbluncrneHue KBagpaTHOro KOpHs

F SR FF FB 308 |Tpurrep SR, npeMMyLLecTBO YCTaHOBKU

F_START FB 394 |PacnosHaBaHue 3anycka (XOno4HbIN Unn TeNnbI
nyck)

F_SUB_R FB 322 |BblMuTaHve AByx BenuyuH Tuna REAL

F_TEST FB 398 |CamoTecTMpoBaHue KoMaHg

F TESTC FB 399 |bnok ynpaBneHus aons (ooHOBOro CamoTecTUpoBaHUA
CPU

F_TESTM FB 400 |Bnok ynpaBneHus Onis BKIKOYEHUS U BbIKITIOYEHNS]
pexvma obecneyeHunsi 6e3onacHocTn

F_TI_FTI FB 368 |lMpeobpasosanue n3 TIME B F_TIME

F_TOF FB 344 |Tanmep C 3a4ep>XKOW BbIKNOYEHUS

F TON FB 343 |Tanmep C 3agep>XKOv BKNHOYEHUS

F TP FB 342 |mnynbcHbIN TanMmep

F_XOR2 FB 303 |Ilornyeckoe conpsikeHne ABYX BXOAOB C
mcnonb3oBaHuem pyHkuun XOR

F _XOUTY FB 306 |[dBounyHbii BbIOOp X n3'Y

CpaBHuTte, noxanyncra, sepcnto, CRC 1 KOHTPONbHbIN KOA4 HayarnbHbIX 3HAYEHWI
C npunoxeHvem 1 kK onucaHuio ceptudumkara.

K cnucky cepTuduumpoBaHHbIX 0TKkazobesonacHbIx 6510KoB MOryT ObiThb

nobaBneHbl BHOBb CO3[aHHbIE 1 NPUHATbIE TUNOBbLIE oTkaszobesonacHble 610KN.

CucTembl NoBbiLLEHHO 6e3onacHoCTU
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A.4 KOHTpOonbHbLIM CNUCOK NapaMeTpoB obecrnevyeHus
Ge3onacHOCTU OTKa3zobe3onacHbIX ApanBepoB

CnepyroLyto Tabnuuy Bbl JOMKHbI 3aBepLUMTL Npu npuemke. MNMpuBedeHHble
napameTpbl obecnedeHns 6e3onacHOCTN 0Tkazobe3onacHbIX ApanBepHbIX BroKoB
HeobXxoaMMO CpaBHUTL C NAapaMeTpamm CUrHanbHbIX MOAYNEeN NOBbILLEHHON

6e30MacHOCTM U3 KOHGUIypaLmmn annaparypbi.

OTka3obesonacHbii [Tun MapameTp 3HaueHue MpoBepka
Apansep obecneyeHus

6e3onacHoCcTU
<Bbi3oB F_M_DI8, LADDR <3HayeHue u3
oTKkasobesonacHoro F M DI24, LADDR R pacne4aTku
ApainsepHoro 6noka > [E M AI6 unu . nHpopmaLmm 06

Vi TIMEOUT n 1.4. F-nporpamme>
F M DO10

Mpumep
OTtkaszobe3onacHbin |Tun MapameTp 3HaueHue MpoBepka
ApanBep obGecneyeHus

6e3onacHoOCTH
F/1 F_M_DI8 TIMEOUT 1000 []

LADDR 24 L]

LADDR_R 0 []
F/4 F_M_DI24 TIMEOUT 2000 [

LADDR 16 L]

LADDR R 0 []

CucTtembl NoBbILLEHHON 6e3onacHoCTN
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B Cnucok nutepatypbl

B.1 Cnucok nutepaTtypbl

1. S7-300 Programmable Controller, Fail-Safe Signal Modules
[Mporpammupyemsbiii koHTponnep S7-300. CurHanbHble MOAYNN NOBbILLIEHHOW
6e3onacHocTu]

2. S7-400, M7-400 Programmable Controllers, Installation Manual
[Mporpammupyemble koHTponnepbl S7-400, M7-400. PykoBoacTBo no
MOHTaxy]

3. Cwucrema aBTomatmsaumm S7-400, M7-400, cnpaBo4HOe pyKOBOACTBO
Cuctema aBTomatmaauum S7-400 H. OTkasoycTonumsbie CUCTEMBI

S7-300 Programmable Controllers, Hardware and Installation
[Mporpammunpyemble koHTponnepbl S7-300. AnnapaTHble cpeacTBa U MOHTaX]

Cuctema aBtomaTtusaumm S7-300. CnpaBo4HOE pyKOBOACTBO
YCTpONCTBO AeueHTpanm3oBaHHon nepudepum ET-200M
Pykosoactea no STEP 7

PykoBoactea no PCS 7

Pykosoactea no CFC

U i e B

- O

Testing S7 Programs with S7-PLCSIM [TectupoBaHue nporpamm S7 ¢
nomotubto S7-PLCSIM]

PykoBoacTBa ¢ 2 No 7 Bbl MOXeTe HalTW B COOPHUKE 3MEKTPOHHBLIX PYKOBOACTB
"SIMATIC Electronic Manuals" Ha CD ROM. PykosoacTtea ¢ 8 no 11 npunaratoTcs
K COOTBETCTBYIOLLIMM NPOAYKTaM B 3MEeKTPOHHON dhopme. HekoTopble U3 HUX MoryT
ObITb NOMy4YeHbl BbIOOPOM koMaHAbl MeHto Start > Simatic > Documentation >
English [Myck > Simatic > [lokymeHTauusa > AHIMUACKUN A3bIK].

Bce pykoBoACTBa Ha aHIMUMCKOM Ai3blke MOXKHO 3arpy3unTb M3 MHTepHeTa no
agpecy:

http://www.ad.siemens.de/simatic-cs

CucTeMbl NoBbILLEHHOW 6e30nacHoOCTH
A5E00085588-02 B-1



moccapun

A

AHanus paTymMkoB

AHanus
paccornacoBaHum

AHanus Tnna
ll1 _M3_1 11

AHanus Tvna
ll1 -M3-2"

B

BesonacHoe
COCTOSsIHMe

Be3sonacHocTb

MmeeTcsa aBa Buaa aHanusa A4aTymKoB:
e  AnHanus Tuna "1-u3-1": CurHan gatynka cuMTbiBaeTCs OAHOKPATHO

e  AHanus Tuna "1-u3-2": [Ins yBenuyeHus koadduumeHTa roToBHOCTU CUrHarn
JaTynKa CUMTbIBAETCSA OBaXAbl U3 OAHOMO U TOrO XXe MOAYMS U CPaBHMBAETCS
BHYTPEHHE.

AHanus paccornacoBaHuii Ucrnonb3yeTcs Anst 06HapyeHUs oLwnBOoK UCXOAs U3
BPEMEHHOM NoCce0BaTeNIbHOCTU ABYX CUTHAMOB C OAMHAKOBLIMU (OYHKLUAMU.
AHanus paccornacoBaHuii 3anyckaeTtcsl, ecrnim 06HapyX1BatloTca pa3Hble YPOBHU Y
[IBYX COOTBETCTBYIOLLUX APYr ApYry BXOAHbIX cUrHanos. MposepsieTca, ucyesaeT nu
3Ta pasHuLa Mo UCTeYeHUN yCTaHaBIMBAEMOro Npu NapaMeTpusaLmmn UHTepBearna
BPeMeH (BpeMeHU paccornacoBaHust). Ecnv HeT, To umeeT mecTo olunGka
paccornacoBaHusl.

NmetoTcs ABa BMaa aHanmsa paccoriiacoBaHuii Ans Moaynein BBoaa nosblLLeHHOM
6e3onacHoCTU:

e [lpu ananunze tTuna "1-n3-2":
AHanus paccorrnacoBaHuWi BbIMOMHAETCA MEXAY ABYMS BXOAHbIMU CUTHanamu,
ucnosnb3yembiMn B aHanmse Tvna "1-u3-2" B Mogyne BBOAA NOBbLILUEHHON
©e30nacHoCTH.

e B cnyyae pesepBrpyemMbIx Moaynei BBoaa/BbiBoaa:
AHarnu3 paccornacoBaHuii BLINOSHAETCS MeXAY ABYMSI BXOAHBIMU CUrHanamm
pesepBupyeMbIX Moayrei BBoAa 0TkazoGesonacHbIMU ApaiiBepHbIMU Briokamu.

Bug aHanusa gatuukos: Npu aHanuae tvna "1-n3-1" uMeeTca oavH gaTuuk,
KOTOpbIV NOAKIOYEH K MOAYIHO Yepe3 OAMH KaHarn.

Bug aHanusa gatyukoB: MNpu aHanuae tvna "1-n3-2" curHanbHble COCTOSHUSA
BXOJOB CPaBHMBAOTCSl BHYTPEHHE (3KBMBASIEHTHbI UITU HE 3KBUBANEHTHbI).

CocTosiHMe paccMaTpvBaeMoro yCTponcTBa, npu KoTopoM oGecneymBaeTcst
6e30nacHOCTb, T.€. MPV KOTOPOM PUCK NpUeMIIEMO Marl, Tak Kak Oblo YCTaHOBIEHO,
YTO HeucnpasHoe (PYHKLMOHMPOBaHWe, 3aTparmeatlLee 6e30nacHOCTb, He
BO3HUKHET, UK TaK Kak NpuHsaTbIe Mepbl oGecneyeHns 6e3onacHoOCTM
BOCMPENATCTBYIOT BO3MOXHOMY HEUCNPaBHOMY (DYHKLMOHUPOBAHWIO,
3aTparueatoemMy 6e3onacHoCTb.

Be3onacHOCTb — 3TO COCTOSIHME, NPU KOTOPOM PUCK HE NpeBbilaeT npuemnemMon
BeINN4YUHbI.

CucTeMbl NOBbILLEHHOW 6e30MacHOCTM

A5E00085588-02
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n

UHTepBan
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= HeucnpasHocTb Mogynsi
YcTaHaBnvMBaemoe npu napameTpusaummn BpeMs ANA aHanm3a paccornacoBaHumn

MpomexxyTok BpeMeHU Mexay 06Hapy>KEHMEM HEUCMPABHOCTU U OOCTMKEHVEM
6e30nacHOro CoCTosIHUS.

MHTepBan BpeMeHU BbINOMHEHNs LIMKNnyeckmnx npepbiaHmn ans OB ¢
ucnonHsemelMu F-rpynnamm

MpomexyToK BpeMeHW, B TeYEHNE KOTOPOro MOXET BbITb yXyALlleHa
adppekTMBHOCTL 06OPYAOBaHMS Ans obecneveHusi 6esonacHoctn 6e3
BO3HVMKHOBEHMUSI OMaCcHOro COCTOSIHUS.

JonycTumble BpeMeHa OTkasa onpeaensitoTcsl COOTBETCTBYOLMMU (DYHKLSMU
npouecca.

MHTepBan mexay OHNanHOBbLIMU TECTaMU, KOTOPbIE OOHAPY>XMBAKT HEUCMIPABHOCTU
B CUCTEME MOBLILLIEHHOW 6€30MacHOCTU C ONPeAeneHHbIM YPOBHEM MOKPbLITUS
[MNarHoCTUKOMN.

MHTepBaJ’I BpeMeHU, No NCTe4eHN KOTOPOro KOMMOHEHT OOJKEeH ObITb nepeseneH B
COCTOsIHMEe cBOBOAHOE OT OLNBOK (T.e. 3aMeHeH Hencnosnb3oBaHHbIM KOMMOHEHTOM,
WITN JOJMKHO ObITh [OKa3aHO MOJTHOe OTCYTCTBUE B HEM HeVICI'IpaBHOCTeVI).

WcnonHsemble rpynnbl, B KOTOPLIX Bbi3bIBAOTCS OTkazoGesonacHble
(yHKUMOHanNbHbIe Groku

B pexnme obecnevennsi 6esonacHoctu aaHHble mexay CPU nnn mexay CPU n
CUrHarnbHbIMM MOAYNSIMU NOBLILLIEHHON 6e30NacHOCTM NepeaatoTcs B kagpax,
npeaHasHaveHHbIX st obecneveHns 6e3onacHoOCTy.

Knaccbl Tpe6oBaHun (AK) B cootBeTctBum ¢ DIN V 19250 (DIN V VDE 0801)

KaTteropuu u ypoBHu onucaHmst TpeboBaHuii 6€30MacHOCTM, NO3BONSHOLLMX
n3bexaTtb HemcnpaBHOCTEN M obecneuynBaroLLMxX NpoTnBoaencTBme M. CurHanbHble
MOLYIM NOBbLILLEHHON 6e30MacHOCTU B pexxume obecneveHns 6e3onacHOCT MOryT
MCNonb30BaTbCA BMMOTb A0 kracca TpeboBaHuin AK6.

CucTtembl NosblLLEHHOM 6e3onacHoCTM
A5E00085588-02
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lmoccaput

dopmarnbHoe paspelueHue Ha ncnons3osaHne CPU B kavectse F-CPU gns cuctem
nosbIweHHon 6esonacHocTn S7-400F/FH.

HewncnpaBHOCTb, OTHOCALLASACA K KaHany (Hanp., o6pbIB MpoBo4a UInn KOPOTKoe
3aMblkaHue). Mocne ycTpaHeHnst HEMCMPABHOCTU COOTBETCTBYHOLLNIA KaHan
aBTOMaTM4eCK/ AenaccMBMpyeTCs.

HeucnpaBHOCTb, OTHOCALLAsICA K MOAYNto B LiefloM. HencnpaBHOCTV Moaynei MoryT
GbITb BHELLUHVMY (Hanp., OTCYTCTBUE NUTAIOLLEr0 HANPSHKEHWS) UM BHYTPEHHUMU
(Hanp., BbIxo4 U3 CTposi Npoueccopa). BHYTpeHHsI HeucnpaBHOCTL Bceraa TpebyeT
3aMeHbl Moayrisi.

O6opynoBaHue, B KOTOPOM BCE YCTPOMCTBA, arperaTthl U LIeny Toka cryxar Ans
3awmThl Ntogeit 1 yctaHoBku. Cofa, B YaCTHOCTU, OTHOCSITCS YCTpOWCTBa Afls
KOHTPOIS NaMeHu, NpepbIBaHNUS Nodaym TONMMBa U BEHTUIALMM TOMOYHbBIX
Kamep.

Ecnu 3To JoCTUraeTcs C NOMOLLbI0 MHOTOKaHambHbIX YCTaHOBOK, TO 06opyAoBaHue
Ans obecneyeHust 6e3onacHOCTM BkIoyaeT B cebsl BCe KaHasbl U yCTPOWCTBa
KOHTPOSA, KOTOPbIE BHOCAT BKnag B obecrneveHne 6e30nacHoOCTM.

CnocoBHOCTb TEXHUYECKOW CUCTEMBI npu BO3SHUKHOBEHWNN onpeaeieHHbIX
HeucnpaBHOCTEN OCTaBaTbCs B 6e30MnacHOM COCTOSIHUM UNK HenocpeacTBeHHO
nepexoanTtb B Apyroe ©e3onacHoe CocTosiHMe.

CPU, paspelueHHbIn AN ucnonb3oBaHus B cuctemax S7-400F/FH

MaccuBauus LLI/ICprBbIX KaHanoB BbIBOAA 03HAYaET, YTO BbIXOObl 00ECTOYMBAIOTCS.

MaccrBaumsa LUMPOBLIX KAHANOB BBOAA NPOUCXOAUT, KOr4a BXOAbI NepeaatoT B
CPU 3HaueHune "0" (4epes oTkazobe3onacHble ApanBepbl), HE3aBUCUMO OT
TeKyLLlero curHana npowecca.

MaccrBauma aHanoroBbIX KaHanoB BBOAA NPOMCXOAMWT, KOrAa BXoAbl NepeaatoT B
CPU 3ameHsioLLee 3HaYEHUE Unu NocriegHee AoMNYCTUMOe 3HaYeHUe (Yepes
oTkasobe3onacHble ApanBepbl), HE3aBUCUMO OT TEKYLLEro curHana npowecca.

MpenenbHbIi pUCK — 3TO HAMGONbLUIMIA LOMYCTUMBIA PUCK ONpeaeneHHoro
TEXHUYECKOro NpoLiecca UM COCTOSTHUS.

CucTeMbl NOBbILLEHHOW 6e30MacHOCTM

A5E00085588-02
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Mmoccapuin-4

Mpouenypa TECTUPOBAHMS 4MNsi NPOBEPKM LIeNOCTHOCTU AaHHbIX. C NOMOLLbIO
NOpOoXAaloLLero NofMHoMa opMUPYETCs KOHTPOMbHasA CyMMa, XapakTepusytoLLas
COOTBETCTBYHOLLUMI 06BEM AaHHBIX B TOM CMbICIIe, YTO OHa ero naeHTuduumpyeT.
KoHTponbHas cymma CRC ob6pasyeTcs, HanpumMep, Ans 3Ha4YeHuid npouecca,
cofepalumxcsa B kagpe, NpeaHa3HauyeHHoM A4nst o6ecnevyeHns 6e3onacHoOCTu, Unm
AnNs cBSA3aHHbIX ¢ obecneyeHneM 6e30MacHOCTM NapaMeTpoB O0Tkazo6e3onacHbIX
CUrHanbHbIX MOAYre.

Pexum obecneveHunsi 6e30nacHOCTU CUrHaMNbHbIX MOZYNei NOBbILLEHHON
6es3onacHocTn

Pexum paboTbl curHanbHbIX MOAYNen NoBbILLEHHOW 6e30NacHOCTY NpU UX
MCNoNb30BaHUN B cMCTeMax MNoBbleHHoN 6e3onacHocTn S7-400F/FH. B pexume
o6ecneyveHns 6e3onacHOCTU AOCTYN K BXOA4AM W BbIXO4aM CUIHarbHbIX MOAYIen
NoBbILLEHHON 6e30nacHOCTU pa3peLLaeTcs TONbKO Yepes oTka3obesonacHble
ApansepHble 6noku 6ubnuotekn "Failsafe Blocks [OTkazobesonacHbie 6noku]".

Pexwum obecneveHusi 6esonacHocTu F-nporpammbl

Pexum paboTbl nporpammbl obecnedeHus 6esonacHoctn B S7-400F/FH. B pexume
ob6ecneveHus 6esonacHocTn F-nporpaMMbl akTMBM3UPOBaHLI BCE MEXAHU3MbI A5
06HapyXeHUs1 HEUCNPaBHOCTEN U pearnpoBaHus Ha HeucnpasHocTu. Ecnn
F-nporpamma HaxoguTcs B pexumMe obecneyeHus 6e3onacHocTu, To ee
HEBO3MOXHO U3MEHWTb BO Bpems paboThl.

Hanunune HecKonbKMx KOMNOHEHTOB C LieNbio 0GHapyXeHMs HemcnpaBHOCTEN
annapaTtypbl MyTeM cpaBHeHus (Hanp., aHanua Tmna "1-n3-2" B S7-400F/FH).

Hanunune HecKonbKMx KOMMOHEHTOB C Lienbio obecneunTb npoaosrxeHne
d)yHKLI,I/IOHMpOBaHMﬂ KOMMNOHEHTOB AaXe B Clly4ae BbiXxoda U3 CTPOoA annapatypbl.

[ononHNTENbHLIN MAEHTUYHBLIN MOAyIb UCMNONb3YyeTCA B Ka4eCTBe pe3epBa Ond
noBbILLIEeHNA KOS(*)(*)MLI,I/IBHTa FOTOBHOCTW.

"CgeTnble" nepmoabl BO3HMKAKOT NPy MOSTHOM TECTUPOBaHUKN ABOMYHbLIX KOAOB. [Mpu
3TOM Ha HeaKTVBHbIN BbIXoZ4 (BbIxogHoM curHan "0") oTkazobe3onacHbiM Mogynem
BblBOAA NogatoTcs 0bycrnoBneHHble TECTUPOBaHNEM eANHUYHbIE curHansl. [ocne
3TOro BbIX0[, KpaTKoBpeMEHHO ("cBeTnbiin" nepunoa) Bkntoyaetcs. [loctatouHo
VHEPLMOHHOE UCMOSMHUTENBbHOE YCTPOMCTBO HA 3TO HE pearnpyeT 1 ocTaeTcs
BbIKMOYEHHbIM.

CvrHanbHble MOgYNN, KOTOPbIE MOTYT UCMOMb30BaTbCA B CUCTEMAX MOBbILLEHHOW
6e3onacHoctn S7-400F/FH pgns paboTbl B pexnme obecneyeHnsi 6e3onacHocTu.
3TV MOOyNu MMEIT BCTPOEHHbIE PYHKLMM ANS 0OOHapYXeHWA HencnpaBHOCTEWN 1
oWKnBOK 1 AN pearpoBaHusl Ha HUX.

CucTeMbl NoBbILLEHHON 6e3onacHoCTH XapakTepn3yrTca TeM, YTO OHU NMpU
BO3HWKHOBEHWUN onpeaeneHHbIX HEUCNPaBHOCTEN OCTalTCH B ©6e3onacHom
COCTOAHUM UNn HenocpeaCcTBeHHO nepexoaAaT B Apyroe 6e3onacHoe CoCTOosIHUE.

CucTtembl NosblLLEHHOM 6e3onacHoCTM
A5E00085588-02



CtaHaapTHbIN
pexum

T

TeMHbIN nepuopg

y

YkasaHue no
6e3onacHocTH

YpoBeHb
NOKpbITUA
ONarHoCTUKOM

o

PyHKUUA
obecneyeHus
6e3onacHocTH

ES

F-nporpamma

F-Tunbl AaHHbIX

F-CPU

F-SM

lmoccaput

Pexum paboTbl cUrHanbHbIX MOAYNen NoBbILWEHHOW 6e30NacHOCTH

B cTaHOapTHOM pexume curHanbHble MOOYNU MOBbILEHHON Ge3onacHoCTM BeayT
cebs Tak e, Kak cTaHgapTHble curHanbHble mogynu SIMATIC S7-300.

"TemMHble" NnepnoAbl BO3HUKAIOT NpU TECTUPOBaHUK BbIKMoYeHNs. MNpy 3Tom Ha
aKTMBHbIV BbIXOJ 0Tka306e30nacHbIM Mogynem BbiBoAa NofatoTcst 00yCcrnoBrneHHble
TECTUPOBaHWEM HyrneBble curHarnsbl. lNocne aToro BbIXod KpaTKOBPEMEHHO
("TemMHbIN" Nepuopn) oTknNoyaeTcs. [JocTaTOYHO MHEPLMOHHOE UCMOSTHUTENBbHOE
YCTPOWCTBO Ha 3TO He pearvpyeT 1 OCTaeTCsi BKIMIOYEHHbIM.

BaxxHasa nHdopmaums, oTHOCALLAsACS K NpUemMke u OTKa306€3OI'IaCHOMy
MCNOoJib30BaHUIO NPOAYKTA.

[onsa HeucnpaBHOCTeN annapaTypbl B NpoLeHTax, obHapyxmBaemas
aBTOMaTMYECKUM ANArHOCTUYECKUM TECTUPOBAHMEM.

B cootBeTcTBMM € IEC 61508: OyHKUMSA, peanuadyemasi cucteMon obecneyeHus
6e3onacHOCTu, YTOObI cUCcTEMa NPY BO3HUKHOBEHUW HEVCTIPABHOCTEN OcTaBanach B
6e30nacHOM COCTOSIHUM UK NepeBoaunack B 6e3onacHoe CocTosiHME.

COBOKYMHOCTb annapaTHbIX U NPOrpaMMHbIX KOMNOHEHTOB, KOTopas CNyXuT Ans
peanusauuu onpeaeneHHbIX noadyHKLMIA Npolecca.

Engineering system — MHXWHUPUHIOBas cucTemMa, cucTeMa NPOEKTUPOBaHUS

CokpalueHue ans fail-safe = otkazobe3sonacHbiin, 06nagatoLmMin NOBbILLEHHON
6e30MacHOCTbI0

OTkasobe3onacHas nporpaMmmMa nonb3oBaTens, Uiy nporpammMa obecneyeHus
©e3onacHOCTU, cocToswas U3 oTkasobesonacHbIX PYHKUMOHANbHbIX 610KOB
ounbnunotekn "Failsafe Blocks".

Tunbl AaHHbIX, OPUEHTUPOBAHHbIE Ha obecneyeHne 6e3onacHOCTU

CPU, obnapatowuii cnocobHocTblo obecneymBaTth oTkasobesonacHoe
(PYHKUMOHUPOBaHWE U coaepXalumii nporpammy obecneyeHms 6esonacHocTu

CuvrHanbHbIi MOAYyNb NOBbILLEHHON 6e3onacHoCTU

CucTeMbl NOBbILLEHHOW 6e30MacHOCTM

A5E00085588-02
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F-cucremsbl CwncTeMbl NoBbILLEHHON 6e30nacHOCTH

0]

oS Operator station = CtaHuus onepatopa

P

ProfiSafe OpweHTupoBaHHbIN Ha obecneyveHne 6esonacHocTv npocdunb WwrHel PROFIBUS

DP/PA ans obmeHa gaHHbIMK Mexay F-nporpammoii nonb3oBaTens U CUrHanbHbIMy
MoAynsIMK NoBbILWeHHo 6e3onacHocTu B cucteme S7-400F/FH.

S

Safety integrity YpoBeHb 6e3onacHocTn mexay 4 un 1 B cootBeTctBum ¢ IEC 61508 1 prEN 50129.
level, ypoBeHb UeM Bbille ypOBEHb COXPAHHOCTM 6E€30MacHOCTN, TEM CTPOXE Mepbl, MPUHNMAEMble
COXpaHHOCTU BO usbexaHue cuctemaTmyeckmx ownbok, a Takke Ans NpoTUBOAENCTBUS
6e3onacHocTn cMcTeEMaTUYeCKMM ownbkam 1 HeMcnpaBHOCTSIM annapaTypbl.

SIL -> Safety integrity level

CucTtembl NoBbILLEHHON Ge3onacHoCcTn
moccapwii-6 A5E00085588-02
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