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lNMpoekTupoBaHue

O630p

B aToM pa3sgene nokasaHbl OCHOBHbIE pasnuUyuus Mexay npoekTupoBaHMemM
CcUCTeMbI NOBbILLIEHHOW 6e30MacHOCTM U CTaHAapTHOM cucteMbl S7. B Hem Takke
paccMaTpuBatoTCs cneumarnbHble CBOMCTBA (DYHKLUMIN YCTPOMCTBA
nporpaMmMmpoBaHust, Ha KOTopble Heobxoanmo obpallaTbe ocoboe BHUMMaHWe npu
paboTe C 0TKa30yCTOMYNBON CUCTEMOMN.

KoHdurypupoBaHue u napameTpusauuma annapaTypbl

OcHoBHas nocneaoBaTenbHOCTb AENCTBUIA NPU NPOEKTUPOBAHMN CUCTEMBI
NnoBbILLEHHOM 6€30MacHOCTN He OTNMYaeTcsa OT NocriefoBaTEeNbHOCTU AENCTBUN
AN cTaHOapTHOW cUCTeMbl S7, T.€. OHa COCTOMUT U3 CreayYoLLMX LLAroB:

e Co3gaHne NpoeKkToB U CTaHUUN
o KoHdurypmnposaHue annapaTypbl U ceTu
e 3arpyska cuctemHbix AaHHbIx B MJIK

OTgenbHble warn, Heobxoaumble Ans KOHUTYPUPOBaHUS, TaKkKe B 3HAYUTENbHOM
CTeneHn NAEHTUYHbI Waram npu koHpurypnposaHmm S7-400. Ona nameHeHns
3Ha4YeHWI NnapameTpoB OTKaA30yCTONYMBON CMCTEMbI BCerga Heobxoamma
aBTopusaums.

MpaBuna ansa cuctem NOBbILLEHHOW 6e30nacHOCTU

B gononHeHue Kk npaBunam, KOTopble 0ObIYHO MPUMEHSIIOTCS ANsl pa3MeLLeHNs]
moayrnen B S7-400, B criyqae cUCTEMbI MOBbILLIEHHOW 6€30MacHOCTU AOMKHbI
BbIMOMHATLCA cnegytoline ycnoBus:

e ET 200M moxeT cogepkaTb TOJNTbKO CUrHaNbHbIE€ MOAYSM NOBbLILLIEHHOM
©e30nacHOCTU NN CTaHOAPTHbBIE CUrHAmNbHbIE MOAYIM U CUrHAmNbHbIE MOAYNN
NoBbILLEHHON 6e30MacHOCTN B CTaHAAPTHOM pPeXUME.

UcknioueHune: CtaHgaptHbein mogynb S7-300 SM 331; Al 2 x 12Bit (Homep
ang 3akasa 6ES7 331-7TB00-0AB0) MmoxeT MCnonb3oBaTbCA BMECTE C
CUrHanbHbBIMM MOAYMSIMM NOBbILLEHHON 6€30NacHOCTU B pexnme obecneyeHuns
©e3onacHoctn B ET 200M.

e B pexume obecneveHns 6e30nacHOCTN CUrHanbHble MOAYNN NOBbILUEHHON
6esonacHocTn MoryT ucnone3oBaTecs B ET 200M Tonbko ¢ IM 153-2 FO.

¢ OrtkasobesonacHasn paboTa curHanbHbIX MOAdyIen NoBbILEHHOW 6Ge3onacHoCTH
BO3MOXHa TOSbKO B agpecHor obnactm ot 8 go 8191. Micnonb3yemble agpeca
OOMXKHbI OBbITb YCTAHOBMEHBI HA CUTHANbHOM MOAYIE NOBbILLEHHON
©€e30nMacHOCTU C NOMOLLbIO NepekrovaTenen n omKHbl COOTBETCTBOBATh
CKOHOUIYPUPOBAHHBIM agpecam.

e [inga sanycka CPU ¢ F-nporpammon nonb3oBatens ansd CPU gomkHa 6biTb
aKTMBM3MPOBaHa COOTBETCTBYIOLLIAS ONUUS 1 3anpoeKTUPOBaH Naporsib.

CucTtembl NOBbILLEHHON Ge3onacHocTn
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e Ecnu koHGUrypauusa curHansHoOro Moayns noBblLLeHHOW 6e30nacHOCTM Unm
CPU (BpemeHa umknoB OB UMKIMYecKknx npepbiBaHnin) U3MeHeHa, TO
F-nporpamma gosmkHa 6bITb CHOBa CKOMNUMpPOBaHa u 3akpyxeHa B CPU.

e T[lepep 3arpyskon F-nporpammbl Bbl OIMKHbI 3arpy3nTb B CPU KoHdurypaumio.

A YkasaHue no 6e3onacHocTu
Be3onacHas pa60Ta HEBO3MOXHa, €CIT 3T NpaBusia He BbINMOJTHAKTCA.

4.3 MapameTpusauusa CPU

MpaBuna npoektuposaHus CPU B kayectBe F-CPU

/_\ Yka3aHue no 6e3onacHocTu

Ona CPU, cogepxalero F-nporpammy nonb3oBatens, AOMKHbI BbIMOMHATLCA
crnepyrowme npasuna.

e [lomkHa 6bITb BbigeneHa onumsa "CPU Contains Safety Program [CPU
coaepxuT nporpammy obecneveHus 6esonacHocTu]”.

e Bceraa gomnxeH 6bITb Ha3Ha4YeH Naporb.

OTu HaCTpOWKKM Bbl AOIMKHbBI caenaTb Yepes cBoMCTBa obbekTa (object properties)
B HW Config.

MocnepoBaTenbHOCTL AEeNCTBUN

1. BbiGepute xenaembin CPU B HW Config, a 3atem Bbibepute koMaHay MeHo
Edit > Object Properties [PegaktnpoBartb > CBoMcTBa 06bLeKTa].

2. Bblbepute ypoBeHb 3aLLUTbI, KOTOPLIN Bbl XOTUTE ycTaHoBUTbL ans CPU, a
3aTeM BBeAMTE Naporb B NPedoCTaBlIEHHOM TEKCTOBOM Mofe.

3. Bbigenute onumnio "CPU Contains Safety Program [CPU coaepxut
nporpammy obecneyeHms 6esonacHoctun]" B 3aknagke "Protection [SawmTal”.

BaxHble napameTpbl ana CPU B cucteme S7-400FH

YTtobbl BOCNPEensaTCTBOBATbL KOHTPOSKO BPEMEHN BO BpEMS MEPEKITIOYEHUS TMaBHbIN
/ pesepBHbIN, Bbl AOMKHbI 3anpoekTupoBaTt OB3x, npegoctaBnaemMbln Ans
F-nporpamm ¢ npuoputetom > 15, B 3aknagke "Cyclic Interrupts [Umknuyeckne
npepbiBaHns]".

OB uuknmMyecknx npepbiBaHUi F-nporpammel 4OMKeH BbITb 3anNpoeKTMPOBaH Kak
"Cyclic Interrupt OB with Special Handling [OB uunknunyecknx npepbiBaHUi co
cneumaneHon obpaboTkon]”. Tonbko Torga aTo LMKIMYECKOe npepbiBaHue byaet
BbI3bIBaTbCSA BO BpEMS akTyanusauumu pesepsa 451 Krnaccos npuoputeTa > 15
HenocpeacTBEHHO nepea HavanoM 6roKMpoBKU BpemeHu. [insa aToro nepengute B
3aknagky "H Parameters [[MapameTpbl oTkazoyctonumsoctum]" B ceonctBax CPU, a
3aTem BBeauTe B TekcToBoM OkHe "Cyclic Interrupt OB with Special Handling [OB
LMKINMYECKMX NpepbiBaHniA co cneunansHon obpaboTkon]" Homep OB uuknmyecknx
npepbIBaHUiA ¢ HaMBbICLLIMM NpUopuTeToM, KoTopomy B CFC HasHayeHbl 610ku
pasgena F-nporpammei.

Cuctembl NoBbiLLEHHON 6e3onacHoCcTH
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4.4

NMapameTpusaums curHanbHbIX MOAYNen NOBbILEHHON
©6e3onacHoCTH

Ons napamMmeTpusaumm CUrHarnibHbIX Mop,yneﬁ NoBbILLEHHOW 6e30MacHOCTN NMerTCs
OO0nNoNHUTEeNbHbIEe onunn, HeOoCTyNMHbIE NMPpU NapamMeTpu3aunn ConoCTaBUMbIX
CTaHOapPTHbIX Mop,yneﬁ:

e Bbl MOXeTe BbIOMpaTb Mexay pexxmmom obecneveHus 6e3onacHoCTn
(pa3nunyHble YpPOBHM) U CTaHAAPTHLIM PEXUMOM.

e Bbl MOXeTe akcnnyaTupoBaTtb CUrHarnbHble MOAYNN NOBbILLEHHOMW
BesonacHocTn B pexummMe obecneyeHms 6e30nacHOCTU C pe3epBUpPOBaHNEM
ANng yBenuyeHns kKoapduumeHta rotoBHOCTU (OTKa30yCTOMYNBOCTN).
PesepBHble Moaynu Ans NoBbIWeHNs KO3dULMEHTa roTOBHOCTU MOTYT BbITb
BCTaBneHbl B TOM Xe unu B gpyrom ET 200M nnu B Ton xe nnu gpyrown
MOHTa)XHOW CTOMKeE.

K curHanbHOMy MOAYNIO NOBLILLEHHON 6Ge30nacHOCTH B pexxume obecneyeHunst
6e3onacHoOCTU Henb3s 0bpaTUTbLCA HenocpeacTBeHHO. K HeMy MOXHO obpaliaTbes
TONbLKO Yepes oTkasobesonacHble ApariBepHble Broku.

AdvHamunyeckas napameTpusaums nocpeacTsoM Bbi3oBoB SFC Bo3MOXHa TOMbKO B
CTaHOapTHOM pexume. OTUM CnocoboM Hemnb3s NepenTn B pexmmMm obecneyeHms
6esonacHocTw.

JdononHutensHyo MHopMauuio 0 napaMeTpmusaLumn CUrHanbHbIX Mogynen
NOBbILLEHHON 6E30MaCHOCTN MOXHO HaWTK B PyKOBOACTBE /1/ N B KOHTEKCTHO-
3aBMCMMON cnpaBoYHon nHgopmauun B HW Config.

CumBoOnunyeckme nmeHa

3ameyaHue

Beegute cMBOnuYeckoe MMs ANs KaXK4oro BXOAHOMO UK BbIXOAHOMO kaHana
CMPOEKTMPOBAHHbBIX CUrHANbHLIX MOAYNEN NOBbILEHHOW 6e30nacHOCTH.

B cny4dae curHanbHbIX MOAYeln NoBbILLEHHON 6e30NacHOCTM, HAXOAALWNXCH B
pexnme obecneyeHns 6ezonacHocTu, Bbl osmkHbI B CFC nprcBonTb BbiBOAY
VALUE kaxgoro oTkazobe3onacHoro apaviBepHoro 6rnoka kaHana cuMBonn4eckoe
MMS1 COOTBETCTBYIOLLIETO KaHana.

3710 obGecneynBaeT aBTOMaTUYECKOE COOTBETCTBME MEXAY NapaMeTpamu
mMoayns, ckoHgurypuposaHHbiMu B HW Config (agpeca, BpemeHa KOHTpons 1
T.4.), U BXOOAMW/BbIXO4aMM COOTBETCTBYIOLLMX OTka3obe30MnacHbIX ApariBepPHbIX
©nokoB kaHanoB B CFC.

Ecnu BbI NpoekTnpyeTe Ansa umndpoBbIX MOAyNen BBoa aHanu3 AaT4MKkoB Tvna
"1-13-2", TO Mbl peKOMeHAYEM, YTOObI Bbl MOMETWUM B Tabnmue CUMBOOB
HedocTyrnHble KaHanbl (¢ 4 no 7 8 SM 326; DI 8 x NAMUR 1 ¢ 12 no 23 B SM 326;
Dl 24 x DC 24 V) kaK pesepBHble.

CucTtembl NOBbILLEHHON Ge3onacHocTn
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BBog umeH moaynen

Mmsa mogyns noBbiweHHoW 6e3onacHocTn MoxHo BBecT B HW Config. 310 ums
NPUHYMaeTCs 3a 3TaroH Afs COOTBETCTBYHOLLEro oTkazobesonacHoOro gpansepa
moaynsa (F_Name_x), ecnu aTOT gpanBep pasmeLLlaeTcs aBToMaTuyeckn. Ito
obneryaet NPOCMOTP M KOHTPOMb CBA3M MeXay 0Tka3obe3onacHbIM ApaniBEPOM
MOy U COOTBETCTBYIOLWMM CUrHarNbHbIM MOAYEM MoBbILWEHHOW 6e30MacHOCTY.

BBognmoe nms moxeT umeTb He 6ornee 12 CMMBOIOB, €CIM COOTBETCTBYOLLIME
3TanoHHble MMeHa oTka3obe3onacHbIX ApaiBepOoB MoAynen A0MKHbI OblTb
YHUKanbHbIMU.

[insa aToro gencrTeynte cnegyowmm odpasom:

1. BbiGepuTe xxenaembiin curHanbHbIN MOZYNb NOBbILEHHON 6e3onacHocT B HW
Config, a 3aTem BbibepuTe komaHay meHto Edit > Object Properties
[PepakTupoBath > CBOMCTBa 06bEKTa].

2. Tlog Name [Ums] BBeauTe nma ansg cCUrHansHOro MOAynNs NOBbILLEHHOW
BesonacHocTH, ucnonb3ys He bonee 12 cMMBONOB.

Ecnu aTanoHHoe nvsi oTkasobesonacHoro gpareepa Moayrs He YHUKanbHO, TO
3aTeM Bbl CMOXETe NpOoBepUTb CBA3b MexXay 3TUM ApanBepoM 1
COOTBETCTBYIOLUUM CUTHANbHBIM MOAYEM MOBbILLEHHON 6E30MNAaCHOCTM TOSNBKO
Yyepes norn4yecknin agpec.

FpynnoBas anarHocTUKa

MapameTp "Group Diagnosis [[pynnoBas gnarHocTtuka]" BKMoYaeT 1 BbIKMoYaeT
nepegavy anarHoCTUYeCKMX COOOLLEHNI, OTHOCSLLNXCA K KaHanam (Hanp., oopbiB
npoBoAa, KOPOTKOE 3aMblkaHWE) CUrHaNbHbIX MOAYNen NOBbILLEHHON 6e3onacHOCTH
B CPU. NpynnoBas guarHOCTUKa MOXeT ObITb BbIKITOYEHa Ha HENCMOb3YEMbIX
BXOHbIX UKW BbIXOOHbLIX KaHanax B UHTepecax noBbIlLeHns KoadduLmeHTa
rOTOBHOCTW. OTO UMEET CNEeACTBNEM CreaytoLlee NoBeAEHUE:

Moaynu BBOAA noBbIlWeHHOW 6e3onacHoOCTY:

Ecnu rpynnoBas anarHocTvka kaHaroB BBOAA BbIKIOYEHa, TO B Criy4yae
HencnpaBHOCTU Be3onacHble HyrneBble 3Ha4YeHWs Takke nocbinatTtcs B CPU, Ho
coobLLeHus 06 owmnbkax B CPU He nocbinatTcs.

Moaynu BbiBoAa NoBbIWEHHON 6e30nacHOCTY:

Ecnu nmerotcsa HemcnpaBHOCTU KaHamoB Ha BbIXO4AX C BbIKMHOYEHHOWN rpyrnnoBoOW
ONarHOCTUKON, TO MPOMCXOaUT crieaytoLlee:

. B cny4ae HeI/ICI'IpaBHOCTeIZ C BbIKINMKO4YeHneM oTaeribHbIX KaHalnoB, 3aTPOHYThbIE
KaHalbl MO4YIA He BbIKIM4YatoTCA.

e B cnyyae HeucnpaBHOCTEN, NPU KOTOPLIX 3aTPOHYTas NOMoBMHA MOAYIA
(DOO0...D04 nnn DO5...DOY) BbIKNIOYEHA, 3Ta NOMOBUHA MOAY NS
BbIKIOYaeTCcA.

e CPU He nonyyaeT gMarHOCTM4ECKOro COOBLLEeHMS, a BbIXOAbl He
NaccuMBUPYHOTCS, B 3aBUCMMOCTM OT HAaCTPOMKN Ha OTKa3obe3onacHoM
OpansepHoM Bnoke.

A YkasaHue no 6esonacHocTu

B cnyyae moaynen BBofa 1 BbIBOAA NOBLILLEHHOW 6€30MaCHOCTU, HAXOOALLMXCS
B pexunme obecneveHus 6e3onacHOCTH, rpynnoBasi AMarHocTmka 4oJPkHa ObITb
yCTaHOBIEHA A5l BCEX NOAKITHOYEHHbIX KaHaroB.

I'Io>|<any1710Ta, npoeepbTE, 4YTOObI BbIKMOYEHNE prﬂﬂOBOVI ANarHoCTUKKM BbINo
(baKTI/I‘-IeCKI/I YCTaHOBJ1EHO TOJ1bKO A1 HENCMNOJIb3yEeMbIX BXOOHbIX N BbIXOOHbIX
KaHall0B.

Cuctembl NoBbiLLEHHON 6e3onacHoCcTH
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4.5

NMpoekTupoBaHMe pesepBUpPYEMbIX CUTHANbHbIX
MoAyneun noBbIlLLeHHON 6e30nacHOCTHU

3ameyaHue

B cnyyae moayneim, CKOHPUIypMpoBaHHbIX C pe3epPBUPOBAHNEM, Bbl JOJIKHbI

obecneunTb criegyloLlee:

e UYT0BbLI 062 MOAYNS BbINM OQHOMO TUNA U UMENWN OAMHAKOBYHO
napameTpusaumio

¢ YT106bl Ha 06oMx MoaYNSAX Npy NapamMeTpusaumnm Obifno YCTaHOBMEHO
O0OMHaKOoBOE BPEMSsi KOHTPOJIS

e YT00bI B 3aknagke "Inputs [Bxoabl]" Obina BeibpaHa onuua "Safety Mode
[Pexxum ob6ecneyenus 6eszonacHocTm]".

Hanpumep, ons npoekTMpoBaHUA ABYX Moayrieri BBoAA NOBbILWEHHOMN
6e3o0nacHOCTU C pe3epBUpPOBaHMEM AENCTBYNTe cneaylowmMm obpasom:

4.6

1. B HW Config BctaBbTe B ycTponcteo (-a) ET 200M gBa curHanbHbIX Mogyns
noBbILLEHHON 6e3onacHoCcTL.

2. HasHaubTe napameTpbl nepBoMy Moaynto: B 3aknagke "Inputs [Bxoabi]"
BblOepuTe onumto "Safety Mode [Pexxum obecneyeHnst 6esonacHoctu]" n
ycTaHoBuTe niobble JONONHUTENbHbIE NapamMeTpbl.

3. HasHnaudbTe napameTpbl BTOpOMY Mogymnto: B 3aknagke «Inputs [Bxogbi]»
BblOepuTe onuumto "Safety Mode [Pexxum obecneyeHnsi 6esonacHoctu]" n
yCTaHOBWTE TaKue Xe napamMeTphbl, Kak 419 nepBoro Moaynsi.

4. [nsa sToporo moaynsa B 3aknagke "Redundancy [PesepsuposaHue]”
ycTaHoBuTe onuuto "Redundancy 2x".

5. B guanorosom okHe "Find Redundant Module [[Monck pe3epsHoro mogyns]"
BblGepuTe Xenaemblin Mogysb.

6. Ecnn Heobxoanmo, Bbl MOXETE YyCTaHOBUTb ANUTENBHOCTbL HECOOTBETCTBUSA
Ons pesepBupyeMbixX UMdPoBLIX Mogynen BBoaa.

NMpoekTpoBaHue ceTen U COeAUHEHUN

rlpoeKTVIPOBaHI/Ie ceTeln U CoeAMHEHUN B CUCTEME NOBbLILLEHHOW Ge30nacHOCTH
OTInn4aeTCA OT aHaJ10r'M4YHbIX OI'IGpE\LI,VIVI B CTaH,EI,apTHOIZ cucteme S7 TONbKO B
OQHOM OTHOLUEHUNNU:

[na opueHTUpoBaHHOrO Ha obecneveHve 6esonacHOCTN 06MeHa AaHHBIMU MeXAyY
CPU TpebytoTca oTkazobe3onacHble yHKUMOHanbHble 6510kM. o3ToMy OH
BO3MOXEH TONbKo mexay F-nporpammamu Ha F-CPU.

CucTtembl NOBbILLEHHON Ge3onacHocTn
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4.7 PyYyHKLUMU yCcTpoUcTBa nporpammupoBaHua B STEP 7

[nsa paboTbl ¢ cuctemon noBbileHHoN 6e3onacHocTn B STEP 7 npepocraensitoTcs
B pacnopsbkeHne Te e PYHKUMK, YTO 1 ANsi CTaHAapTHOW cucTeMbl S7.

PYHKLMM YCTPOMUCTBA NPOrpaMMUpPOBaHUs, UMeloLLue 3Ha4YeHue Ansa
obecneyeHusa 6esonacHoOCTHU

DyHKUMM YCTPONCTBa NPOrpamMmmMupoBaHuns, nMeroLme 3HavyeHne ans obecnedeHuns
6e3onacHOCTU, UCNOSMHSAOTCA TONLKO B TOM CriyyYae, ecnv Bbl yCTaHOBUNKU Ang cebs
npasa goctyna. Crnegyowme OyHKUMM YCTPONCTBA NPOrpaMMNpPOBaHNSA UMEIOT
3HayeHue ansa obecnevyeHns 6e3o0nacHOCTN U MOTYT BbINOMHATBECSA TOMBKO nocne
nony4veHuns asTopmusauuu naponem ana CPU, He3aBMCUMO OT YCTaHOBIEHHOIO
YPOBHS 3aLnTbl:

e 3arpyska Bcer nporpammbl M3 CFC mnnu SIMATIC Manager

e 3arpyska nameHenun F-nporpammel n3 CFC

e 3arpyska u yganeHue otkaszobesonacHbix 6nokos 13 SIMATIC Manager
e 3arpyska B nnaty namatu CIM3Y Ha CPU

e C6poc namsatn n3 CFC unm SIMATIC Manager

A YkasaHue no 6e3onacHocTu

Bbl He MOXeTe M3MEHATb NEPEMEHHbIE N 3HAaYEHNsI Ha BXOA4AX U BblXodax
oTkasobesonacHoro 6noka B pexxume online, Mcnonb3ys, HanpuMmep, KoMaHay
meHio PLC > Monitor/Modify Variables [[JIK > HabniogeHne/nameHeHune
nepemeHHbIx]. Ecnv Takoe nsameHeHne B 0Tkazobe3onacHoM (OyHKLMOHANBHOM
6noke obHapyxeHo, To CPU, kak npasuno, nepexogut B STOP.

YcTaHOBKa TO4YeK ocTaHOBa

3ameyaHue

Mocne 3anpoca pexuma HOLD [dhukcaumsi] TpebyeTest 3anyck (XOnogHbIA nnm
TennbIN Nyck).

Cuctembl NoBbiLLEHHON 6e3onacHoCcTH
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4.8

4.8.1

/N

YcTtaHOBKa, U3MeHeHue n OTMeHa npaB gocTtyna

YctaHoBKa npaB goctyna ansa CPU

[ns yctaHoBku npaB goctyna ansa CPU gencreyiite crnegytowmm obpasom:
1.  Bbigenute CPU unu ero nporpammy S7 B SIMATIC Manager.

2. Bbibepute komaHay meHio PLC > Access Rights > Setup [[JIK > NpaBa
pocTtyna > YctaHOBKal, a 3aTem BBeAWTE B NOSBUBLUEMCH AMANIONOBOM OKHE
napornb, Ha3Ha4YeHHbIM Npu NnapameTpusaumm CPU B 3aknagke "Protection
[BawwmTal".

lMpaBa gocTyna MMeKOT cuny, noka oHn He oTMeHeHbl (PLC > Access Rights >

Cancel [IJIK > NpaBa goctyna > OTMeHUTb]) 1nn Noka He 3aBepLUNTCS

nocnegHee npunoxexHve S7.

Yka3aHue no 6e3onacHocTu

Ecnu goctyn k cucteme paspabotku (ES) unm yctpoinctsy nporpaMMmnpoBaHus He
OrpaHu4YeH TOMbKO N1LaMK, yNomHOMOYEHHbIMW Ha U3MeHeHne F-nporpamm, To
Ha ES unu ycTporicTBe nporpaMmmupoBaHmns OoImkHa ObiTb obecrnedeHa
3(pPeKTUBHOCTb NAPOSBHON 3aLLMTbI C MOMOLLBIO CREAYHOLLNX OPraHU3aLMOHHbIX
MepOnNPUSATUIA:

e [laponb gomkeH OblTb U3BECTEH TOMBKO NNLIAM, MMEIOLLMM MOSTHOMOYUS.

e Jluua, umetoLye NONHOMOYMS, AOMMKHbI IBHO OTMEHSTL aBTOPM3ALMIO NPY
Bbixoge 13 ES unu ycTpoiictea nporpammupoBaHus. Ecnu atoro npasvna
CTPOro He NpUAEPKUBAIOTCS, TO AOJTKEH ObiTh TakKe MCMONb30BaH
XpaHUTEnb 3KpaHa C NaporieM, U3BECTHbIM TOMbKO YNOMHOMOYEHHBLIM N1LaM.

Ecnun B pexvme obecneyeHns 6e3onacHOCTU N3MeHseTca cTaHgapTHas
nporpamma, To He cnegyeT nony4vatb nNpasa AOCTyNa, UCMOoNb3ysA Naposnb ANs
CPU, Tak kak B NpOTMBHOM Cry4yae MOXeT bbITb n3aMeHeHa u F-nporpamma.
BmecTo 3TOro cooTBETCTBYHOLLMM 0Bpa3oM AOMKeH BbITb YCTaHOBMNEH YPOBEHb
3alUMThI.

[Mocne oTmeHbl NpaB AOCTyna NpoBepbTE, eCNK PEXMM obecneyeHns
6€e30nNacHOCTN aKTMBEH, MAEHTWUYHbI 1 OOLLMI KOHTPONbHbIV koA, F-nporpammsl B
pexume online n 0B KOHTPOIbHbLIN KO NPUHATON F-nporpammel. Ecniv HeT,
CHOBa 3arpy3uTe npaBunbHyto F-nporpammy B CPU (cm. pa3gensl "3arpyska

nameHeHun" n "CpasHeHne F-nporpamm”).

Yka3aHue no 6e3onacHocTu

Mocne Hebydepu3oBaHHOIO XONOAHOMO MyCKa TEKYLLWIA Naporb yaanseTcs ns
3arpy3oyHor namsitn O3Y, 1 cHOBa CTAaHOBUTCHA AENCTBUTENBHbLIM CTapbIi MAposb
13 nnatbl namaTn pnaw-rNr3Y. Yrobbl 3TOT cTapbii Naponb Ha Nfarte naMaTun
Gnaw-MNr3Y He cTan M3BECTEH CIMLUKOM MHOMMM NI0AAM, criegyeT NpuHATb
OpraHu3aumoHHbIE MepbI.

MN3meHeHMe napons

Maponb MOXHO M3MEHUTL, TONbKO U3MEHMB KOHMUIypaLuio.
Yrtobbl caenatb a1o ans S7-400F, Bbl gomkHbl nepeBectn CPU B STOP.

Ona S7-400FH naponb (KoHGUrypaLmio) MOXHO U3MEHUTb, He NpepbiBas npouecca
(B pexxume RUN).

CucTtembl NOBbILLEHHON Ge3onacHocTn
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4.8.2

BBoa/uameHeHuMe naponsa Ans nporpaMmmbl obecnevyeHus
6e3onacHocTu

YT06bI BBECTV UMW U3MEHWUTL Naporb A5t IporpaMmel obecneyeHus
6e3onacHoCTU, AEWCTBYITE crieayloLwymM obpasom:
1. Bweigenute CPU unu ero nporpammy S7 B SIMATIC Manager.

2. Bblbepute koMmaHgy MeHio Options > Customize Safety Program
[dononHuTenbHble BO3MOXHOCTU > HacTpouTb nporpammy o6ecne4yeHus
6e3onacHocTu]

3. Bbibepute kHomky "Password...[lMaponb...]" B NOSABMBLUEMCS ANaNIOrOBOM OKHE
1 BBEAWTE Naposib Ansi nporpammbl obecnevyeHns 6e3onacHoOCTy.

Yka3aHue no 6e3onacHocTu

[na ynyyueHns 3awmTbl OT 4OCTYNa Mbl PEKOMEHAYEM MCMONb30BaTh pasHble
naponu ana CPU u gns nporpammbl obecnevyeHns 6e30nacHOCTU.

Ecnu BbI eLle He BBENU Naponb, TO Bbl NONYyYMTE 3anpoc Ha ero BBOA Npw nNepsBon
komnunsaumm F-nporpammel (CM. HvKe "3anpoc napons 4nsa nporpaMmmbl
obecneyeHus 6esonacHocTn").

Bbl MOXeTe N3MeHNTb Naponb Tak Xe, kak 310 genaetca nog Windows 95/98/NT,
O[HOKpaTHbLIM BBOAOM CTapOro napons v AByKpaTHbIM BBOAOM HOBOTO.

Maponke gns nporpammel obecneyeHnsa 6€30nacHOCTM XpaHMUTCst aBTOHOMHO B ES
UIn YCTPOMUCTBE NPOrpamMmMupoBaH1s BMECTE C NporpamMmmon obecneveHms
6e3onacHocTu.

3anpoc napons gns nporpamMmmbl o6ecnevyeHmMsa 6e3onacHoOCTH

4-8

[unanoroBoe OkHO ANsi 3anpoca napons Ansi nporpaMmel obecneveHus
Ge3onacHocTn oTobpaxkaeTCcs B CreayoLmX Criyqasx:

o Komnunauuna nameHeHnn B F-nporpamme
e BknoyeHune n BbiknoYeHNe pexuma obecneveHnss 6esonacHoCTu

e 3arpyska nsameHeHuin B AaHHble F-nporpammbl Npy BbIKITKOYEHHOM peEXUME
obecnevyeHuns 6e3onacHocTn

e W3ameHeHne F-kOHCTaHT B pexunme TectupoBanusa CFC

Cuctembl NoBbiLLEHHON 6e3onacHoCcTH
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OTmeHa npaB focTtyna ansa nporpamMmmbl obecnevyeHus
6e3onacHocTu

JencTBUTENLHOCTL NApoONA ANA NporpaMmMmbl obecneyeHus 6e30MacHoOCTU

Mocne BBOAA Napons 4ns nporpaMmmbl obecneyveHnsa 6esonacHocTn (nocne
3anpoca Unun U3MeHeHus1) OH OENCTBUTENEH B TedeHne Yaca. Bo Bpemsi ceaHca
peaakTupoBaHusi F-nporpammel (Mogudukaums, KOMIUMNALMS, AeakTuBn3aums
pexuma obecrneyeHnst 6e3onacHOCTH, 3arpy3ka M3AMEHEHWNN) BaM HY)XHO BBECTU €ro
TONbKO OAMH pa3. Yepes yac Bbl AOMKHbI BBECTU €M0 CHOBA.

Bbl 4OMmKHBI TAKke CHOBa BBECTU Naporib, ECNN NOCNeAHee U3 ykasdaHHbIX
OEeNCTBUIA BO BpeMs ceaHca bbino BbINOHEHO bornee Yaca Hasag.

Yka3aHue no 6e3onacHocTu

Ecnn goctyn k cucteme paspaboTkn (ES) unm ycTporcTsy NporpaMMMpOBaHUS He
OrpaHunyeH JOCTYNOM TOMbKO ANSA fnL, YNOSIHOMOYEHHbIX Ha U3MEHEeHWe
F-nporpamm, T0 Ha ES nnu ycTponcTee nporpammnpoBaHns AOMMKHA ObiTb
obecneveHa ahHEKTUBHOCTb NAPOSIbHOMN 3aLLUMTLI C MOMOLLIbIO CreayoLwmnx
OpraHn3aunOoHHbIX MEPONPUATUI:

e [laponb gomxeH ObiTb M3BECTEH TOMbKO NMLUAM, UMEKLLMM NOIHOMOYHUS.

e Jlnua, umetoLime NOSTHOMOYMS, AOMKHbI SIBHO OTMEHSATL aBTOPU3aL Mo Npu
BbIxoge u3 ES unu yctporictea nporpammmpoBaHus. Ecnv atoro npasuna
CTPOro He NPUAEPXKNBAIOTCH, TO AOIMKEH BbITb Takke MCNONb30BaH
XPaHUTENb 3KpaHa C napofiem, U3BECTHbIM TOMbKO YNONMHOMOYEHHbIM MnLaM.

OTmeHa npaB gocTtyna

Bbl MoxeTe B NtoO0O MOMEHT BpEMEHM OTMEHUTb NpaBa A0CTyna C NOMOLLbIO
napons ang nporpammbl obecneveHns 6esonacHocTw. [ins aToro AencTeynTe
cneayowmm obpasom:

1. Bbigenute CPU unu ero nporpammy S7 B SIMATIC Manager.

2. Bblbepute komaHgy meHio Options > Customize Safety Program
[AononHuTensHble BO3MOXHOCTK > HacTpouTb nporpammMy o6ecneyveHus
6e3onacHocTH]

3. LWenkHuTe Ha kHonke «Password... [[Maponk...]» B nosBMBLLEMCS ONaNOroBOM
OKHe.

4. B nosiBuBLIEMCS AnanoroBoM okHe "Password [[laponb]" WwenkHuTe Ha KHorke
"Cancel Access Rights [OTmeHnTb NpaBa goctynal”.
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