3.1

MexaHu3ambl obecnevyeHusa 6e3onacHoOCTH

BBegeHne B mexaHU3Mbl obecneyeHmnsa 6esonacHoOCTU

B 370l rmaBe Bbl CMOXETe y3HaTb O MEXaHW3MaX, OPUEHTUPOBAHHbBIX Ha
obecneyeHune 6e3onacHocTn S7-400F/FH. 3Tta nHdopmaums Cny>xut 0CHOBOW Npu
nepexoae K NpoeKkTMPOBaHNIO CUCTEMbI MOBbILLEHHON 6e30MacHOCTU 1 CO34aHUI0
N TECTMPOBaHMIO O0TKa3obesonacHom nporpammbl. ONUCBIBaOTCS TONBKO OYHKLINM,
B KOTOpbIX NnoBefeHue S7-400F oTnnyaeTcsa oT cTaHOAAPTHOM CUCTEMBI S7.
CraHpapTHOe noBefeHne onucaHo B pykoBogcTeax no STEP 7 n annapaTHomy
obecneyeHuto.

Kakue mexaHu3Mbl o6ecneyeHus 6e3onacHOCTU UMEIOT 3HaYeHne Ana sac?

MexaHuamamu, opueHTUpoBaHHLIMKU Ha obecneyeHne 6esonacHocTn B CPU
(annapaTypa 1 onepaumoHHas cuctema), ABMsOTCA:

e 3awwTa OT AOCTyna AJisi CUCTEM MOBbILLIEHHON GE30MacHOCTM, YTO NO3BONsAeT
n3dexaTtb oLmnbok

e CamoTecTupoBaHue, YTO NO3BOMISIET 0OHAPYKMBATb U MOEHTUMLMPOBATL
HeucnpaBHOCTU

OpwueHTrpoBaHHble Ha obecneyeHne 6e3onacHoCTM yHKUMK Anst obHapyXeHns
HencnpaBHOCTEN U pearMpoBaHUsi HA HEUCNPABHOCTM PACMONOXeHbl, FMaBHbIM
obpasom, B F-nporpamme 1 B CUrHanbHbIX MOAYNsIX MNOBbILUEHHOW 6€30MacHOCTHU.
OTN DYHKLMN peanmaytoTcs C MOMOLLbIO COOTBETCTBYOLWMNX O0TKasobesonacHbIX
©OnoKoB 1 NoaaepXunBaloTCs annapaTHbIMU CpeacTBamMu 1 onepaLmoHHON
cuctemon CPU.

®yHKUMKN, OPUEHTMPOBAHHbIE Ha oGecnedeHne 6e3onacHOCTV 0TKasobe3onacHbIX
CUrHarnbHbIX MOAyreii, onncaHbl B pykoBoacTee /1/.
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MexaHusmbl obecrneqyeHusi be3ornacHocmu

3.2

Pexxum obecneyeHnsa 6ezonacHoOCTHU

OpuneHTupoBaHHbIe Ha obecneyeHne 6e3onacHOCTM QYHKUUKN 11 OBHapyXeHUs
HEeMCNpPaBHOCTEN N pearmpoBaHNst Ha HEMCTNPABHOCTM aKTUBU3MPYIOTCS B pEXUME
obecneyeHns 6e3onacHoOCTK

e B CUIHallbHbIX MOAYNAX noBbILLEHHON H6e30nacHOCTK

e B F-nporpamme CPU

Pexum ob6ecneuyeHns 6e30MNacHOCTU CUTHaNbHbIX MOAYer NOBbILEHHON
6e3onacHocTU

Mpu npoekTMpoBaHMM CUrHaNbHbIX MOAYMeN NoBbieHHoW 6e3zonacHocTn B HW
Config Bbl MOXeTe ucnonb3oBaTh 4518 YCTAHOBKM CTAHAAPTHOrO pexnma unm
pexuma obecnedeHns 6esonacHocTn napameTp "Safety Mode [Pexum
obecneyeHus 6esonacHocTmn]":

e [Ind ycTaHOBKM CTaHOApTHOro pexvumMa He BblOvpanTe napameTp "Safety
Mode".

e [1ns yctaHoBku 6e3onacHoro pexvma Bblbepute napameTp "Safety Mode".

JononHUTENbHY MHOPMaLMIO O CTaH4APTHOM PEXMME U pexrmMe obecneyeHus
©e3onacHOCT! MOXHO HalWTu B pykoBoacTee /1/. MHopmauuto o napameTpmsauum
CUTHanbHbIX MOAYNEW NOBbILLEHHON 6e30MacHOCTM MOXXHO HalNTWN B CUCTEME
onepaTtMBHOW NoMoLLM 1 B pasaene "lMapameTpusauunsa curHanbHbIX MOaynewn
nosblweHHon 6e3onacHoctu (F SM)" B rmaBse "lpoekTupoBaHue”.

Pexum obecneuyeHus 6esonacHocTn F-nporpammbl
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OrtkasobesonacHasi nporpamma (F-nporpamma) obbl4HO ncnonHsaetcst Ha CPU B
pexume obecrneveHus 6esonacHocTu. T.e. BCe MexaHu3Mbl obecneveHus
6e3onacHocTy ons obHapyXXeHUst HEeMCNPaBHOCTEN N pearnpoBaHust Ha
HeMCnpaBHOCTM aKTUBU3MPOBaHbI. Ecnin F-nporpamma HaxoauTcs B pexume
obecneyeHns 6e30nacHOCTH, TO €e HEBO3MOXHO U3MEHUTD.

Pexum obecneveHns 6esonacHocTn F-nporpammbl B CPU MoXeT ObiTb BbIKIMIOYEH
N CHOBAa BKIIOYEH, YTOObI AaTb BO3MOXHOCTb N3MeHUTb F-nporpammy B pexume
RUN. BkntoyaTb 1 BblknoyaTh pexmm obecneyeHns 6e3onacHocTu Ans
F-nporpammbl B CPU moxHo B SIMATIC Manager BbIOOpOM KOMaHAbl MEHIO
Options > Customize Safety Program [[JononHuTenbHbie BO3MOXHOCTH >
HactpouTtb nporpammy obecneyeHusi 6esonacHocTu]. [lanbHenwyto
Hpopmaumo 06 nsmeHeHmm F-nporpammbl B pexxume RUN MOXHO HaiTu B
pasgenax "[eakTnemsauus pexmnma obecneveHunsa 6esonacHoctn " u "MiameHeHne
F-nporpammel B pexxume RUN" rnasbl "lNMporpammupoBaHune”.

Cuctembl nosblLLEHHO 6e3onacHoCTH
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MexaHu3mbi obecnevyeHusi besonacHocmu

3.3 Peakuuu Ha HeucnpaBHOCTU

Be3onacHoe cocTosiHue

OcHoBa KoHLenumMmM 6e30nacHOCTX COCTOUT B TOM, YTO ANsl BCEX NepeMeHHbIX
npoLiecca JOIMKHO MMeTbCS Ge3onacHoe, HenmTparnbHoe cocTosiHue. B cnyyae
[BOWYHbIX CUrHAnNbHbIX MOAYren aTo Bcerga 3HadeHue "0".

Peakuuu Ha HeucnpaBHocTM B CPU 1 onepauvMoHHON cucteme

Ecnn CPU o6HapyxuBaeT HeMCnpaBHOCTb annapaTHbIMU CpeacTBamMm (KOHTPOSb
BPEMEHW) UITN C MOMOLLbIO OMEepPaLNOHHON CUCTEMbI (CaMOTECTUPOBaHNE U T.4.),
TO no ymon4yanuto CPU moxeT 6biTb nepeBeneH B coctosiHne STOP.

Peakuun Ha HeucnpaBHoOCTU B F-nporpamme

Bce peakunu F-nporpammbl Ha HEMCNPABHOCTM NPUMBOAAT K 6e3onacHoOMy
COCTOSIHUIO:

e STOP CPU. 3710 cOCTOsIHUE MOXET ObITb M3BMEHEHO TOSBKO 3aMnyCKOM
(xonoaHbIv Nyck nnu Tennbln nyck). MHgopmauuio o xapakrepuctmkax
3anycka 1 3alimTe OT 3arnycka 1 nepesanycka MOXHO HanTu B pasgene 3.4
"3anyck cuctembl NoBbILEHHOW Be3onacHocTn'.

e YcTonumBas K OTKIIHOUYEHMIO NUTaHWsT BINOKMPOBKA onepauni BbIBOAA,
cBsi3aHHbIX ¢ obecneyeHnem 6esonacHocTn. OWnbku nepndepumn unm
obmeHa AaHHbIMU NPUBOAAT K BIIOKMPOBKE COOTBETCTBYHOLLMX OnepaLuii
BbIBOAA, a He Kk nepexogy CPU B STOP. 311 onepauun mMoryT GbiTb
pa3bnoKnpoBaHbl Nocne NoATBEPXKAEHUS NoNb3oBaTeNs Yepes3 BXOAHOM
napameTp Ha oTkazobe3onacHoOM apaliBepe kaHana.

Kak npaBuno, B peakumm Ha obHapyxeHne HenmcrnpaBHOCTEN MOryT ObITb
BbIMNOSNHEHbI PYHKLMN ANArHOCTUKKN, HE CBSAI3AHHOW ¢ obGecneveHnem
BesonacHoCcTH, U PYHKLMN COOBLLEHNIA.

B cucteme S7-400FH nHMUmMupyeTcs NepeknioYeHne rmaBHbIA/pe3epBHbIN, ecnm
rnmaBHOE YCTPOMCTBO NepexoauT B coctosiHue STOP.

Cnuncok npuunH nepesoga CPU B STOP BbI HangeTe B pasgene "MHdopmaums oo
owmnbkax nocne nepexoga CPU B STOP".

CucTeMbl NoBbILLEHHOW 6e3onacHoCcTH
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3.4 3anyck cucteMbl NOBbILLEHHON 6e30MNacHOCTH

Pexumbl pa6oTtbl S7-400F/FH

Pexumbl paboTbl S7-400F oTnuyaloTcs OT HOpMarbHbIX PEXMMOB TOSbKO
XapakTepucTukamu 3anycka n nosejeHnem B pexume cukcaumm (HOLD). B
OCTasNIbHOM COCTOSIHUS OTKa30yCTONYMBOM CUCTEMBI U PEXMMbI paboTbl IMaBHOIoO
n pesepeHoro CPU B cucteme S7-400FH Takue e, Kak 9TO onucaHo B /4/, rnaea

XapakTepucTMKM 3anycka

XapaKTepucTuku 3anycka onpegenstorca F-nporpammon cnegyrowmm o6pasom:
Mocne Kaxagoro npepbiBaHMSA NPOrpaMMbl Nofb30BaTenst — MOCPeaCTBOM
BbIKMoYeHUs nuTaHmsa unm nepesoga CPU B STOP — 3anyck F-nporpammel
BO3MOXEH TOJTbKO C HaYanbHbIMK 3HAYEHUSAMU OTka3obe3onacHbIX 60KoB.

Ecnu npu 3anycke 3anpawumBaeTcs Tensbln NycK, TO Takon NyCK BbIMNOMHAETCS
TONbLKO AN CTaH4AapTHOro pasgena nporpaMmbl nonb3osartens. Tennbin nyck Ans
pasgena nporpaMmbl NoMb3oBaTens, obecneyMBatoLLero NoBbILLIEHHY0
6e3onacHoCTb, HEBO3MOXeEH; F-nporpamma sanyckaeTcs ¢ HavanbHbIMK
3HayeHnsIMM oTkasobe3onacHbIx 6/10KOB TakmMM e 0bpa3om, Kak 1 nocne
XOMOJHOro nycka.

Mpu koMNunauMm F-nporpammel B Ha4ane UCnonHaemMon nocrnegoBaTenbHOCTU B
OB 100 aBTOMatu4ecku BCTaBnsaoTCA gononHutensHble 6noku (DB_RES) 1
BbI30BbI, KOTOPbIE HE AOMKHbLI U3MEHATLCS.

3awmTa oT 3anycka

B3anyck F-nporpammbl ¢ HaYanbHbIMW 3HAYEHNSIMU MOXET ObITb Takke
aKkTMBM3MpoBaH obpaboTkon owmnbkn nnn BHyTpEeHHeN owmnbkon. Ecnn npouecc
3TOro He AonyckaeT, TO peakums Ha 3TO JOSKHA BbITb 3anporpaMmmMmpoBaHa B
F-nporpamme. [1nsa curHanusaumm o 3anycke F-nporpaMmmMbl ¢ Ha4anbsHbIMU
3HaYeHnsIMK nmeeTcs B pacnopsbkeHnn 6nok F_START (cm. pasgen
"MporpamMmmmnpoBaHme xapakTepucTuK 3anycka").

3awmTa oT ropsayero nycka

F-nporpamma nocne obHapyxeHust NnpobremMbl, UMEKLLLEN 3HaYeHne ang
H6e3onacHocTuy, GrioknpyeT Bce onepawuummn BbiBOAa, CBA3aHHbIE C obecneveHem
H6e3onacHocTn. JTa BroKMpOBKa MOXeET ObITb N3MEHEHA TOMbKO 3arnyCKoM
(xonoaHbI UK TennbIA MycK). 3anyck MOXeT yAanuTb MHopMauuio 06 owmbdkax,
xpaHsiwytocs B CPU.

Ecnu ropsumin nyck npouecca nocne peakuun S7-400F Ha BHYTPEHHIO OLLINOKY
HeLoMNyCTUM, TO JOMKHO ObITb 3anporpamMMmnpoBaHo pyvyHoe pa3broknpoBaHne
onepauui BbiBoga nocre 3anycka F-nporpammbl ¢ Ha4anbHbIMU 3HAYEHUAMU (CM.
BblLLE).

Pexum HOLD

Pexum HOLD pnsa cuctem nosbilieHHown 6e3onacHoctn S7-400F/FH He
noagepxumeaetcs. Ecnu ncnonHeHve nporpammel nons3oBaTensi
ocTaHaBnueaeTcs 3anpocomM Ha HOLD, To 3To cocTosiHMe MOXET OblTb UBMEHEHO
TOJSLKO 3arMyCKOM (XOMOAHbIA UNU TENNbIWA NYCK).

Cuctembl nosblLLEHHO 6e3onacHoCTH
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MexaHu3mbi obecnevyeHusi besonacHocmu

3.5 CamoTecTnpoBaHMe U TeCTMpoBaHUe KOMaHA,

CamoTtecTupoBaHue

CamoTecTtupoBaHue BbinonHsietcs B cucteme S7-400F/FH ansa obHapyxeHus
HeuncnpaBHOCTeN. VIHTepBan LMKIMYEeCKOro CaMoTeCTUPOBaHNS MOXET ObITb
YCTaHOBIEH NpuW NpoeKkTupoBaHun (No ymonyaHuio 90 MUHYT).

3ameuyaHue
Ina S7-400F/FH pa3spelueHbl yCTaHOBKM TONbKO A0 12 4acos.

Y S7-400F/FH Henb3s U3aMeHATb CaMoTeCTUPOBaHUE, NMeloLLLlee 3HadeHre ans
obecneyeHus 6esonacHocTu, ¢ nomowpto SFC 90 "H_CTRL". Ecnu Bbl 3T0
caenaete, To CPU nepenget B8 STOP camoe nosaHee yepes 24 yaca. He
JornyckaeTcs OTKIMOYEHME UMW BKIOYEHME KOMMOHEHTOB TECTUPOBAHMS
(nogpexumsbl 0 .. 5 pexumos 20, 21 1 22).

Mo Tol e NpuyMHe Bbl HE AOIMKHbI HA CIULLKOM forroe Bpemsi 6rokupoeaTtb
akTyanusauuio ¢ nomoulpto SFC 90 "H CTRL".

MonHoe BbINOMHEHME TECTUPOBAHMS (UCMONHEHWE NPOrpamMMbl, BCE annapaTHble
cpefcTBa, OpMEHTMPOBaHHbLIE Ha obecrneyeHne 6e30nacHOCT) U ero pesynbTaThl
KOHTponupytoTcs B F-nporpamme oTkasobe3onacHbIM GrI0KOM TECTUPOBaHMS
(F_TESTC), KoTOpbIi aBTOMaTUYECKM BCTaBMNsAETCS Npy Komnunsauum F-
nporpammei.

TecTupoBaHue KOMaHpA

HexkoTopble KOMaHabl TECTUPYIOTCS B camoMm BbicTpom umkne F-nporpammel. 310
TECTUPOBaHNE kKoMaHA peanuayetcs B 6roke F_TEST, koTopbin aBTOMaTnyecku
BCTaBnsAeTCsa nNpy Komnunsaumm F-nporpammei.

CucTeMbl NoBbILLEHHOW 6e3onacHoCcTH
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3.6

KoHTponb

Jlornyecknu n BpeMeHHOU KOHTPOSb UCNOJSTHEHUSA
nporpaMmmbil

ncnosiHeHuUA nNporpamMmmbl

Owmnbkn MOryT NCKa3UTb NpaBuiibHOE BbINOJIHEHME NpOorpamMmbl. 370 MOXET ObITb
06Hapy>+<eHo C NOMOLWbK JTOTNMYECKOro KOHTPOJ1A BbIMOJIHEHNA NMPOrpamMmebl,
KOHTPOJIA €€ BbINMOJIHEHNA MO BPEMEHU N KOHTPOJIA NOTOKAa AaHHbIX.

Nornyecknn KOHTPOJ1b UCNOJIHEHUA NporpamMmMmbl N NOTOKa AAHHbIX

KoHTponb

Bo Bpems komnunauum B cxemy CFC aBTOMaTMyeCckn BCTaBNAOTCA
oTka3zobe3onacHble 6roKu A NOrMYecKoro KOHTPONSA UCMONTHEHUS NMPOrpaMMbl 1
NoTOKa AaHHbIX: B KAXOYH UCMOMHAEMYIO Fpynny ¢ oTka3obe3onacHbIMU BGriokamum
BcTaBnsetcst oamH 6nok F_PLK v ognH 6nok F_PLK_O. F_PLK BbI3biBaeTcs
nepeg onepauuamm Bbieoga, a F_PLK O nocne Hux.

Ecnn obHapyxnBaeTca onacHasi HEMCNPaBHOCTb, NOMMYECKUA KOHTPOIb
BbINOMHeHUs nporpammel TpebyeT nepesoga CPU B STOP BbizoBoM SFC 46
"STP". 3ateMm TpebyeTcs 3anyck (XONoAHbIN UKW TensbIi Nyck).

BbINOJIHEHUSI NPOrpaMmMbl NO KPUTEPUIO BPEMEHMU
KOHTpOIb BbINOMHEHUS MPOrpaMMbl MO KPUTEPUIO BPEMEHM OCYLLIECTBAETCS
yepes:

e  aKTUBHbIV KOHTPOIb BO BpeMsi 0OMeHa AaHHbIMU, OPUEHTUPOBAHHOIO Ha
obecneveHne 6eszonacHoOCTU

L] KOHTPOJ1Ib BpEMEHMU F-umkna

AKTUBHbIN KOHTPOJb BO BpeMsi 06MeHa AaHHbIMU, OPUEHTUPOBAHHOIO Ha
obecneyeHne 6e3o0nacHOCTU

KoHTponb
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F—nporpalvuvla LUMKNMNYeCKn obmeHuBaeTcs OaHHbIMU C CUTHaAlNbHbIMKX MOA4YNAMU
noBblweHHoN 6e3onacHocTu u ¢ F-nporpammamu Ha gpyrnx CPU ¢ nomMoLubo
cneumanbHbIX NPoToKonoB obecnevernst 6esonacHocTu. Mpu BO3HUKHOBEHMM
npo6emMbl NPUEMHUKN peanmaytoT YHKLUMIO pearMpoBaHus Ha HEUCNPaBHOCTb:

e Moaynu BbiBoAa NOBbLILIEHHON 6e30MacHOCTU BbIKMIOYAOT BbIXOAbI.

e OrtkasobesonacHble 6nokn F_RCVBO n F_RCVR B F-nporpammax Ha gpyrux
CPU BbIBOAAT napameTpusyemble 3aMeEHSAIOLLNE 3HAYEHNS.

Mocne ycTpaHeHus npobnembl TpebyeTcs noaTBEPXKAEHME NoNb3oBaTens Ha
oTkasobe3onacHoM apariBepHoM 6roke KaHana unu otkazobesonacHom 6roke
F_RCVBO unn F_RCVR wunu 3anyck (XONO4HbIA Unu TENIbIA NYCK).

BpeMeHu F-uukna

MakcumanbHoe Bpems F-Luukna (Bpems umknuyeckoro npepbisaHus ans OB ¢
ucnonHsemsiMy F-rpynnammn) HasHadyaetca B CFC kak BxogHOM napameTp
oTka3obesonacHoro 6roka F_CYC_CO. OtkasobesonacHbinn 6riok F_ CYC_CO F
OOMKeH NpMcyTcTBOBaTh B KaxXaom F-uukne (T.e. B kaxxgom OB npepbiBaHuii ¢
oTkaszobesonacHbIMu Griokamm).

Mpw npeBbiweHnn BpemeHun F-uukna CPU nepexogut B STOP, a Bce BbIxoabl
BO3BpaLLatoTCcsa B 6e30nacHoe COCTOSIHME.

Cuctembl nosblLLEHHO 6e3onacHoCTH
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3.7 OTtKa3zobe3onacHble nosnib3oBaTesibCKMe BpemMeHa

3HauyeHnsa BpeMeHu, reHepmpyemble B F-nporpamme ¢ nomoLlpbto 6nokos F_TP,
F_TON n F_TOFF, koHTponupytoTCs NocpeacTBOM MeXaHM3MOB obecneveHms
©esonacHoctn CPU. [Inga 3TOro cpaBHMBalOTCA ABa HE3ABUCUMbIX APYr OT Apyra
cyeTyunka BpemMeHun. [Noka pasnuuvne mexagy aTuMu OByMSA cyeTynkamm meHblie 10
MC B TeyeHue nepuoga sBpemeHmn 50 ¢, Bpemsa cuntaeTcs npaBuribHbIM. Ecrin
pasnuune bornblue, TO NpegnonaraeTcs HEMCNPaBHOCTb annapaTypsbl.

MakcuManbHasi HEeTOYHOCTb MOMb30BaTENbCKUX BPEMEH MOXET ObITb paccymTaHa
Ha ocHoBe creaytoLlen Tabnmupl:

Monb3oBaTenbCckue BpemMeHa oT (0o MaKcC. HETOYHOCTb
10 mc 50 c +5Mmc

>50c 100 c + 10 mc

>n*50c (n+1)*50 ¢ + (n+1)*5 mc

dakTnyeckast HETOYHOCTb 3HAYUTESTbHO MEHbLLE 3TON. O6paTVITe Takxe
BHMMaHME Ha HETOYHOCTb BpeMeHWU, BOSHUKAKLLYO 13-3a 06pa6OTKI/I B Xoae
LUMKITNYECKOro npepbiBaHnA.

CucTembl NoBbiLLEHHO 6e3onacHoCTU
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3.8

3awumTa naponem Ansa CUCTEM NOBbLILLEHHOW
6e3onacHoCcTH

Maponb 3awmwaeT S7-400F/FH oT HeCaHKUMOHNPOBAHHOTO A40CTyNa, T.€. OT
HexenaTenbHbIX 3arpy3ok B CPU n3 cuctemsl paspabotku (ES) unum ycrtporictea
nporpammupoBaHus (PG). Kpome ctangapTtHoro naponst ansa CPU, Tpebyetcs
TaKke AONOMHUTENbHbIV Napofb A9 CUCTEM MOBbILEHHON 6e30MacHOCTH 1
OTKa30yCTONYMBbBIX CUCTEM MOBbILLEHHOW 6e3onacHoCTM Anst F-nporpammbl

(F-naponb).

CpaBHeHue
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B cnepgytowen Tabnuue gaetca cpaHeHne napons CPU u napons ans
nporpammbl obecrneveHms 6e3onacHoOCTy.

Maponb CPU Maponb AnA nporpamMmbl
obecrneyeHusi 6esonacHoCcTn
Beog B HW Config npu npoektuposaHuu |B SIMATIC Manager, Options >
CPU, 3aknagka "Protection Customize Safety Program
[3awumTa]" B AManoroBom okHe [dononHuTenbHbIE BO3MOXHOCTU >
"Properties [CBovicTBal" HacTpouTtb nporpammy obecneveHusi
6e3onacHoCTH]
3anpawmBa- e  3arpyske BCeW NpOrpaMMbl U3 (e KOMNWUMASUUW N3MEHEHUI B
eTca npu CFC vnn SIMATIC Manager F-nporpamme
e 3arpysKke U3MEHEHUN e BKIHYEHNM U BbIKIIOYEHUN pexnmMa
F-nporpammel n3 CFC obecneyeHnst 6esonacHoCcTn
e  3arpyske U yaaneHuu e  3arpyske U3MEHEHMUIN OaHHbIX
oTka3obe3onacHbix 6110KoB 13 F-nporpammbl, koraa pexum
SIMATIC Manager obecneyeHnsi 6e3onacHoOCTU He
e 3arpyske Ha nnaTy namsatu aKTVBeH
CMN3Y Ha CPU 13 SIMATIC  [¢  n3MeHeHWM F-KOHCTaHT B pexume
Manager TectmpoBaHusa CFC
e cbpoce namstn n3 CFC nnum
SIMATIC Manager
e  13MeHeHWUM F-KOHCTaHT B
pexvmMe TectuposaHus CFC
Bpemsa [JencTByeT HeorpaHMyeHHo, noka He |OguH Yac nocne BBoda naponsi, unu
AencTems OyaeT SBHO OTMEHEH Yepes noka npasa focTyna He 6yayT SBHO
COOTBETCTBYIOLLYIO (DYHKLNIO OTMEHEHI.
SIMATIC Manager nnu noka He
3aBepLUEHbl BCE NPUMOXEHUS
STEP 7.

Bbl MOXXeTe HanTV 4ONOMHMTENBHYO MHOPMAaLMIO O 3aluTe NaponeM B rnaBse
"lNpoekTupoBaHue", pasgen "YcraHoBKa, UISMEHeHWe U OTMeHa npas goctyna".

Cuctembl nosblLLEHHO 6e3onacHoCTH
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3.9 O6mMeH AaHHbLIMU, OPUEHTUPOBaHHbLIM Ha obecnevyeHue

©6e3onacHoCcTH

0O630p o6mMeHa AaHHbIMMU

Ha cneaywuemM puCcyHKe nokasaHbl BO3MOXHOCTU obMeHa AaHHbIMM,
MMeKLnMnNCA B pacnopaxeHnm CUCTemMbl NoBbILLEHHON Ge30MacHOCTH:

CtaHgapTHbin CPU unu

CPU noBbllleHHOW 6e3onacHoCTH S
CPU nosblweHHON 6e3onacHoCTH

CTaHpapTHas nporpammMa
A ]
[ 1] 2]
4 v

F-nporpamma

A

» CtaHpapTHas nporpamma

CPU nosbilweHHOM 6e3onacHocTn

WcnonHsemas F-rpynna

F-nporpamma

K]

WcnonHaemas
F-rpynna

F-npanBep

MosicHeHune

4 OpvieHTUpoBaH Ha
obecneyeHune 6esonacHoOCTU

CurHanbHbIn Mmoay b He opueHTnpoBaH Ha
MNOBbILLEHHON obecneyeHne GesonacHocTH '
6esonacHocTn
Homep |O6meH pgaHHbIMKU MexAay 7] OpueHTUpOBaH
Ha o6ecneyeHue
6e3onacHoCTH
1 F-nporpammon B CPU cTaHgapTHoW nporpammon  (Het
noBbILLEeHHON Be3onacHocTu
2 CTaHOapTHOW Nporpammonm F-nporpammon Het
3 ncnonHsemon F-rpynnon vcnonHsemon F-rpynnon Ja
4 F-nporpammon B CPU cuUrHanbHbIM Moayrnem Ha
noBbILLEeHHON 6e30nacHOCTU  |NOBbILLIEHHOW 6e3onacHoOCTH
5 F-nporpammon B CPU F-nporpammon B CPU Oa
noBbILLIEHHON 6e30nacHOCTU  |NOBbILLIEHHOW 6e30nacHOCTH
6 CTaHOapTHOW NporpamMmon B (cTaHAapTHOW nporpammon B [HeT
craHgaptHom CPU unu CPU  [ctaHgapTHom CPU nnn CPU
noBbILLEeHHON 6e30nacHOCTU  |NOBbILLIEHHOW 6e30nacHOCTH
CucTtembl NoBblLLEHHON 6e3onacHoOCTH
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3.9.1

3-10

O6meH paaHHbIMK Mexay F-nporpammon n ctaHgapTHou
nporpaMmmMmoun nosnb3oBartens

CrtaHgapTHble nporpammbl U F-nporpammel UCMONb3YOT pasHble hopMaThl

AaHHbIX. |_|03TOMy and obmeHa OaHHbIMW OOJTKHbI NPUMEHATBLCA cneunanbHble
6nokun npeobpasoBaHus.

CPU noBblLleHHOM 6e3onacHocTu

F-nporpamma

A
He cBsA3aH ¢ obecneveHnem
6e3onacHocTn
v
CtaHgapTHas nporpamma
Us B Brnok OpueHTUpoBaH
Ha obGecneueHune
6e3onacHoCcTH
F-nporpammbl CTaHA4apTHYHO F_Fdata type_data type |Het
nporpammy
cTaHgapTHoOM F-nporpammy F_data type_Fdata type |HeT
nporpamMmbl

B F-nporpamme napameTpbl nepeaaroTcs kak F-Tunbl JaHHbIX, OpUEHTUPOBaHHbIE
Ha obecneveHune 6esonacHocTu. Ecnv ctaHgapTHasa nporpammMa nonb3oBaTens
[ormkHa obpabaTtbiBaTh AaHHble N3 F-nporpammebl, HANpUMep, ANg uenemn
koHTponsi, To B CFC gomkeH ObiTb BCTaBrneH 6ok ans npeobpasoBaHns AaHHbIX
(F_Fdata type_data type), 4tobbl npeobpa3oBbiBaTh F-Tunbl 4aHHbIX B
CTaHAapTHbIE TUMbl AaHHbLIX. ATK BIOKN MOXHO HanTK B bubnmoTteke User Blocks
[Monb3oBaTtenbckue 6rokun] B pasgene Failsafe Blocks [OTkazobe3onacHble
onoku].

Bnokn F_Fdata type data type [omkHbl Bbi3blBaTbCA B CTaH4APTHOW NporpaMmme
none3oBaTtens (B cxeme CFC, B cTaHAapTHOM UCMOMHAEMOW rpynne).

Ecnu gaHHble 13 cTaHgapTHOM NporpamMmbl NONb30BaTENS LOIMKHbI
obpabatbiBaTbCsA B F-nporpamme, T0 U3 CTaHAAPTHBLIX TUMOB AaHHbIX C MOMOLLLIO
ornokoB ansa npeobpasoBanns faHHbIX F_data type Fdata type [omkHbl ObiTb
co3gaHbl F-Tvnbl AaHHbBIX, OPUEHTUPOBaHHbLIE Ha obecnedeHne 6e3onacHoCTy, 1,
ecnv HeobxoaMMo, 3aTeM NOABEPrHYThI MPOBEPKE HA JOCTOBEPHOCTb,
nporpamMmmMupyemon ¢ MOMOLLIbI0 0TKa3obe3onacHbix 6r10koB. broku
npeobpa3soBaHus AaHHbIX F_data type_Fdata type AOmKHbI NCNONb30BaTLCA
Tonbko B F-nporpamme (B cxeme CFC, B ucnonHsemon F-rpynne).

Cuctembl nosblLLEHHOM 6e3onacHoCTH
A5E00085588-02
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3.9.2

O6MeH AaHHbIMU MeXAay ucnonHsaembiMu F-rpynnamm

WcnonHsemble rpynnel, cogepxalmne otkazobesonacHble 610KM, Ha3bIBaKOTCA
0TKa306e30nacHbIMU UCMONTHAEMbIMU FpynnaMu (UCNOfHAeMbIMU
F-rpynnamun). MNepenaya gaHHbIX Mexay ncnonHsemeiMu F-rpynnamm
nornb30BaTeNbCKOW NPorpamMMbl AoMKHa ObITb OpMeHTMpoBaHa Ha obecneyeHne
©esonacHocTn. [Ins opneHTMPOBaHHOIO Ha obecneveHne 6e3onacHocTn obmeHa
OaHHBIMK MeXay ncrnonHaeMblMun F-rpynnamm nmetoTcs otkazobesonacHble 610Km
F_S_data type v F_R_data type. 310 no3sonsieT nepegasaTb PUKCMPOBAHHOE
KONMYEeCTBO NapameTpoB O4HOTMO M Toro xe F-Tuna gaHHbIx.

YT06bI 06ecneynTs BO3MOXHOCTb 0OMeHa AaHHbIMU MeXay UCMOSTHAEMbIMU
F-rpynnamu B pasnuyHbix OB uuknnyeckmx npepbiBaHWi, LUKNNYeckoe
npepbiBaHne ¢ 6oree KOPOTKMM LIMKITOM AOJHKHO NMPU NPOEKTUPOBaHUN NOMYyYnUTb
Goree BbICOKUI MPUOPUTET.

Bnok F_S_data type BcTpanBaeTcs B nepeaaroLlyto ncnonHsemyto F-rpynny, a ero
BXOAHble F-napameTpbl COeQMHATCA C NOANEXallMMK nepegade napameTpamm
Opyrmnx otkazobesonacHbix 6rnokoB. bnok F_R_data type BcTtaBnseTca B
NpyvHUMatoLLyto ucnonHsemyto F-rpynny, a ero BoeixogHbele F-napameTpbl
COeMHSATCA C BXOA4aMu Apyrux oTkasobesonacHbix 6nokos. CoeamHeHne mexay
F_S_data type v F_R_data type yctaHaBnMBaeTCsi C MOMOLLbIO CUCTEMBI
B3aMMHbIX coegmnHeHui B CFC.

CuCTeMbI MOBLILIEHHON 6e30MacHOCTH
A5E00085588-02 3-11
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3.9.3

O6mMeH paHHbIMU mexay CPU u curHanbHbIMU MoaynsiMu
NnoBbILWEHHOW 6e30nacHOCTH

OpuneHTUpoBaHHbIN Ha obecneyeHne 6e30MacHOCTM OOMEH AaHHbLIMU MexXAay
CPU u curHanbHbIMU MOAYNsiIMU NOBbIWEHHON 6e3onacHocTu Yepe3 ProfiSafe

F-nporpamma o6MeHnBaeTcs 4aHHbIMU C CUrHamNbHbIMM MOLYNSIMU MOBbLILLEHHOW
©esonacHocTtu Yepes ProfiSafe, opneHTMpoBaHHLIN Ha obecneveHne
©esonacHocTu npoTtokon wnHel PROFIBUS DP/PA. 3T0T npoTokon obecnevyeHuns
BesonacHocTu peanusyeTtcs B F-nporpammMe B 0Tkazobe3onacHbIX ApanBepHbIX
frokax, a Takke B nporpammax N3Y curHanbHbIX Modynen NoBbILLEHHOW
BesonacHocTw.

OpVIeHTMpOBaHHbIVI Ha obecnevyeHne 6e3onacHOCTM OOMeEH AaHHLIMMW Mexay
F-nporpaMMon N CUrHanbHbIMU MOAYIAMUA NoBbILLEHHON 6e30NacHOCTU
OCyLLEeCTBIIAETCA NoCpeacTBOM LMKITNYECKOom nepenaydn aaHHbIX noJib3oBaTtens.
BaxHbIm napamMeTpoM AJid 3TOro ABNAETCA BpeMA KOHTPOJIA, 3aJaBaemMoe BO
BpeMA NPOEKTUpOBaHNA CUTHAIbHbIX Mop,yneﬁ NoBbLILLEHHON Be3onacHoOCTH U
aBTOMaTU4EeCKN NnepenaBaemoe oTkaszobe3onacHbIM npaﬂBeprlm Onokam B
Ka4yecTBe BXOOHOro napameTtpa.

O6wmeH gaHHbIMK Mexay CPU v curHanbHbIMM MOAYNAMU NOBbILWEHHOWN
6e3onacHOCTU, He CBSAI3aHHbIN ¢ ob6ecneyeHuemMm 6e3onacHOCTH

3-12

[na obmeHa gaHHbIMKU mexay CPU 1 curHanbHbIMM MOAYNSIMU NOBbILLEHHOMN
BesonacHocTn, He cBsi3aHHOrO ¢ obecnevyeHnem 6e3onacHOCTU, MoryT
NCnonb30BaTbCA 0ObIYHBIE MEXaHN3Mbl — NPAMON JOCTYN, obpalleHne Kk obpasy
npouecca unm k 3anucam. Hanpumep, auarHoctnyeckast uHdopmMauums, He
umetoLas 3HavyeHns ansa obecnedyeHnsa 6e3onacHOCTU, NepeaaeTcs aumMKIn4ecku
U3 CUrHanbHbIX MOAdynen NoBbILWEeHHOW Be3onacHOCTH NyTem nepegayn 3anucen.

Cuctembl nosblLLEHHOM 6e3onacHoCTH
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3.94

OpuneHTUpOBaHHbIN Ha obecnevyeHne 6e30NacHOCTU OOMeH
AaHHbIMK mexay CPU

B03MOXHOCTU 06MeHa AaHHbIMU

O

S7-400 FH S7-400 FH

il L

®
S7-400F @ S7-400F

===

OpueHTMpoBaHHbIN Ha obecneyeHne 6esonacHoCcTM obmeH AaHHbIMK Mexay CPU
OCYLLECTBNSIETCA Yepes CNPOEKTUPOBaHHbIE CTaHAAPTHbIE UMK 0TKa3oycTonYuBble S7-
coeaMHeHws.

Howmep Mepepaya AaHHbIX OT... (B Bua coeanHeHusn OpueHTUpoBaH
Ha o6ecnevyeHune
6e3onacHoOCTH

1 S7-400FH S7-400FH S7-coeguHeHwue, Oa

0TKa30ycTon4mBoe

2 S7-400F/FH S7-400F S7-coegnHeHwue, Oa

0TKa30yCTONYMBOE

3 S7-400F S7-400F S7-coeguHeHne Ha

/N

[ns opneHTnpoBaHHOro Ha obecneyeHne 6e3onacHOCTN obMeHa AaHHbIMU MeXay
F-nporpammamu Ha pasnunyHbix CPU nmeloTcs B pacnopsieHny 0TKkazobesonacHble
6nokn F_SENDdata type n F_RCVdata type. 310 03Ha4aeT, YTo ¢bukcuposaHHoOe
KonnyecTBo nNapamMeTpoB TUNoB F_data moxeT ObiTb NepefaHo HagexHo. TUNom
F_data moxeT 66T F_BOOL unu F_REAL.

YkKa3aHue no 6e3onacHocTu

OpureHTupoBaHHbIN Ha obecneyeHne 6esonacHocT o6MeH gaHHbIMu mexay CPU
Yyepes ceTy obLero Nonb3oBaHWsa HEAONYCTUM.

OOMeH faHHbIMK MeXAay cTaHaapTHbimu CPU

HenocpeacteBeHHbI 06MeH AaHHbIMKU Mexay F-nporpammon n ctaHgapTHeim CPU
HeBo3MoXeH. OBMeH AaHHbIMW MOXET OCYLLECTBMATLCA B CTaHAAPTHOW
nporpamme Ha F-CPU Tonbko nocne npeobpasoBannsi F-TMNoB AaHHbIX B
CTaHAapTHbIe TWMbl AaHHbIX NocpeacTBoM 6rioka npeobpasoBaHus. O6mMeH
OaHHbIMW B CTaHAAPTHOW NporpamMmme UCMonb3yeT CTaHO4apTHbIE
KOMMYHUKALUMOHHbBIE hYHKLINN.

CucTeMbl NoBbILLEHHOW 6e3onacHoCcTH
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CucTtembl NoBbILLEHHON 6e3onacHoOCTU
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